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Introduction

These Release Notes support the Release 3.7 software for the Nortel
Ethernet Switches 460-24T-PWR, 470-24T, 470-48T, 470-24T-PWR,
and 470-48T-PWR. They cover the supported hardware, new features,
fixed issues, known issues and considerations in 3.7 software, and the
outstanding issues from previous software releases.

The following topics are discussed in this document:

Topic

"Hardware requirements" (page 8)

"Release 3.7 software images" (page 8)

"Upgrade instructions” (page 10)

"New

features" (page 11)

"Fixed Issues" (page 21)

"Known issues and considerations in 3.7 software" (page 21)

24)

"Outstanding issues and considerations from previous software releases" (page

"Related publications" (page 32)

"How

to get help" (page 32)

Not

e: Release 3.7 software does not support the Hybrid stack mode.

Neither the Ethernet Switch 450 nor the BPS2000 are supported in the
stack any longer. All stacks must contain only the following:

Ethernet Switch 460-24T-PWR
Ethernet Switch 470-24T
Ethernet Switch 470-48T
Ethernet Switch 470-24T-PWR
Ethernet Switch 470-48T-PWR
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Introduction

The stacks can consist of a mix of Ethernet Switch 460-24T-PWR, Ethernet
Switch 470-24T/24T-PWR, and Ethernet Switch 470-48T/48T-PWR units.
You must stack the same types of switches sequentially, and in the following
order:

* All Ethernet Switch 470-48T/48T-PWR units

* All Ethernet Switch 470-24T/24T-PWR units

« All Ethernet Switch 460-24T PWR units

Any one of the switches in the stack can function as a base unit in a stack;

but if an Ethernet Switch 470-48T/48T-PWR is in the stack, it must be the
base unit.

Hardware requirements

Release 3.7 software supports the following Ethernet Switches:

Hardware Platform Part Number
Ethernet Switch 460-24T PWR AL20017?20
Ethernet Switch 470-24T AL2012737
Ethernet Switch 470-48T AL2012?34
Ethernet Switch 470-24T-PWR AL20127?52
Ethernet Switch 470-48T-PWR AL20127?53

Note: In the list of part numbers, the question mark (?) represents a
variable letter that indicates the type of power cord shipped with the
hardware. The possible values for this variable are as follows:

* A — No power cord

e B — European Schuko power cord
e C — UK and Ireland power cord

* D — Japan power cord

¢ E — North American power cord

* F — Australia/New Zealand/PRC power cord

Release 3.7 software images

The components for the Ethernet Switch 460 and 470 release 3.7 include:
« Standard Runtime Image Software Version 3.7.0.04 (470_3704.img)

* Secure Runtime Image Software Version 3.7.0.05s (470_3705s.img)

» Boot/Diagnostic Software Version 3.6.0.7 (470_3607_diag.bin)

Nortel Ethernet Switch 460/470
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Release 3.7 software images 9

« Java Device Manager software version 6.0.5.0 (jJdm_6050.exe
/jdm_6050_solaris_sparc.sh / jdm_6050_linux.sh / jdm_6050_hpux_pa-
risc.sh)

* Release 3.7 Management Information Base (MIB) definition files
(Ethernet_Switch_4xx_MIBs_v3.7.0.zip)

Secure software image
The Ethernet Switch Software can be installed using a secure software
image that provides the following features:

e Secure Shell (SSH) connections
e Secure Socket Layer (SSL) connections for web-based management

* SHA-based user authentication and DES-based privacy encryption
Note: These features are not available on non-secure software images.

PoE firmware
The Ethernet Switch 460-PWR and Ethernet Switch 470-PWR each support
a specific PoE firmware image. The appropriate firmware is pre-loaded on
the devices prior to shipping.

470-PWR PoE firmware

With this release, the existing 470-PWR PoE firmware remains unchanged.
If the PoE firmware for the 470-PWR becomes corrupted, you can obtain the
firmware from the Nortel web site. To download the 470-PWR PoE firmware
image from a TFTP server to your switch, use the following command:

download [address <ip>] poe module image 470-pwr [<filename>]

The device reboots after the download.

The 470-PWR PoE firmware does not apply to the 460-PWR devices. Do
not attempt to download the 470-PWR PoE firmware to a 460-PWR device.

460-PWR PoE firmware

With this release, the existing 460-PWR PoE firmware remains unchanged.
However, if it becomes corrupted, you can obtain this firmware from the
Nortel web site. To download the 460-PWR PoE firmware image from a
TFTP server to your switch, use the following command:

download [address <ip>] poe module image 460-pwr [<filename>]

The device reboots after the download.

Nortel Ethernet Switch 460/470
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10 Introduction

Upgrade instructions
When upgrading the Ethernet Switch 460-24T-PWR, Ethernet Switch
470-24T/24T-PWR, or Ethernet Switch 470-48T/48T-PWR to release 3.7,
follow this procedure:

Note: Release 3.7 only supports eight STP groups or MSTI instances.
Before upgrading the software image, ensure that all switch ports are
members of STP groups or MSTI instances 1 through 8 only. You
must ensure that the ports do not belong to non-supported groups or
instances (9-16) to avoid configuration losses and to prevent issues
such as broadcast storms. The latter can occur because any ports that
are members of the non-supported STGs/MSTIs before the upgrade will
have no STP membership after the upgrade.

Step Action
1 Backup the binary configuration file to a TFTP server.
2 Upgrade the software image to 3.7.0.04 or 3.7.0.05s. (If you do not

specify the Download Without Reset option, the system reboots
after this step.)

3 Upgrade the boot/diagnostic code to version 3.6.0.7.

—End—

Important notes for upgrades
If you are upgrading to release 3.7 from software versions older than 3.6.4,
a series of upgrades are required to prevent configuration corruption under
some circumstances. You must perform the switch upgrades according
to the following path:

25->3.0->3.19 (or3.2x) ->3.5.4->3.6.4->3.7.

The specific number of upgrades required depends on the currently loaded
code version.

For instance, if the current version is 3.1.9, you must first upgrade to 3.5.4,
and then to 3.6.4, and finally to 3.7. Or, if you are upgrading from a release
prior to 2.5, you must first upgrade to 2.5, and then to each subsequent

release in the order listed (3.0, 3.1.9 [or 3.2.x], 3.5.4, 3.6.4, and finally 3.7).

Nortel Ethernet Switch 460/470
Release Notes — Software Release 3.7
NN47210-400 01.02 Standard
3.7 12 March 2007
Copyright © 2005-2007, Nortel Networks Nortel Networks Confidential



New features 11
|

Nortel recommends that you download the agent code before upgrading to
the new diagnostic code. If this procedure is not followed the GBIC ports
may not always function properly. Nortel also recommends that you save
a copy of your configuration file to a TFTP server before you begin the
upgrade process.

New features
The following new features are available in this release:

* "Username and password enhancement” (page 12)

e "Smart Auto-negotiation for 470-PWR GBICs" (page 12)
¢ "New Unit Quick Configuration" (page 12)

* "Stack enhancements” (page 13)

* "VLAN Configuration Control" (page 13)

« "Spanning Tree Protocol (STP) scaled down to eight instances" (page
14)

e "STPG port membership mode" (page 14)

* "802.1t STPG path cost calculation" (page 15)

e "MSTP manual enable" (page 15)

* "Removal of MLT restrictions" (page 15)

* "ADAC extended default MAC Address Range" (page 15)
* "ADAC configurable MAC Address Range" (page 16)

* "Configurable PVID and tagging in ADAC Tagged-Frames mode" (page
16)

« "IEEE 802.1ab LLDP" (page 16)
¢ "Non-EAP hosts on EAP-enabled ports" (page 17)
e "Muti Host Single Authentication on EAP ports" (page 17)

* "802.1x Machine Authentication and PEAP support in Windows" (page
17)

e "Password Security enhancement" (page 17)

e "Configurable SNMP trap port" (page 18)

* "SNTP Daylight savings time enhancement” (page 18)

e "CPU/Memory usage" (page 18)

« "Autosave configuration enhancement" (page 19)

* "Save options available in JDM and Web-based management" (page 19)

¢ "Ping enhancement" (page 19)

Nortel Ethernet Switch 460/470
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12 Introduction

e "Shutdown enhancement" (page 19)

¢ "Logout CLI enhancement" (page 19)

* "write memory and save config commands" (page 20)
¢ "reload command" (page 20)

* "restore factory-default command" (page 20)

Username and password enhancement
With Release 3.7 software, you can use the CLI to set usernames as
well as passwords for system access through the Console Interface, CLI,
Telnet, and Web-based management. The syntax for the new username
command is:

username <username> <password> {ro|rw}

If you set a password using the ¢li password command, the
Console/Comm Port Configuration screen, or the Password Setting
Web-based management page, the next time you log in to the switch, you
are prompted to enter a valid username. Therefore, ensure you are aware
of the valid usernames (default RW and RO) before you change passwords.

For more information, see Nortel Ethernet Switch 460/470 Security —
Configuration (NN47210-500).

Smart Auto-negotiation for 470-PWR GBICs
Smart mode is an intelligent mode in which GBIC ports on the 470-PWR
can detect if the other end of the link can support Gigabit auto-negotiation.
If the far end can support auto-negotiation, the port will enable Gigabit
auto-negotiation functionality.

If the far end cannot support auto-negotiation, the port will disable Gigabit
auto-negotiation functionality.

For more information, refer to the Nortel Ethernet Switch 460/470 Overview
— System Configuration Guide (NN47210-501)

New Unit Quick Configuration
This feature provides the capability to automatically apply default parameters
to a switch when it is added to a stack or when a switch is added to a
standalone switch to create a stack.

These default parameters include:
* VLANID

* Port Speed

* Duplex Settings

Nortel Ethernet Switch 460/470
Release Notes — Software Release 3.7
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* PVID

e Spanning Tree Groups

These parameters will be automatically applied to all ports on the new
switch when the switch is added to the stack or used to create a stack.

For more information on New Unit Quick Configuration, refer to the
Nortel Ethernet Switch 460/470 Overview — System Configuration Guide
(NN47210-501)

Stack enhancements
With Release 3.7 software, if the Base Unit leaves the stack, the Temporary
Base Unit is now chosen more rapidly (maximum of 2-3 seconds).

For more information on stacking, refer to the Nortel Ethernet Switch
460/470 Overview — System Configuration Guide (NN47210-501)

VLAN Configuration Control
VLAN Configuration Control (VCC) is a new feature in Software Release
3.7 that allows a switch administrator to control how the PVIDs of VLAN
port members are modified. VLAN Configuration Control is a superset of
the existing AutoPVID functionality and incorporates this functionality for
backwards compatibility. VLAN Configuration Control is globally applied
to all VLANSs on the switch.

VLAN Configuration Control offers four options for controlling PVID
modification:

* Strict — With the Strict option, an untagged port can only belong to one
VLAN. This option restricts you from adding an untagged port to a VLAN
if the port is already a member of another VLAN. To add an untagged
port to a new VLAN, you must first remove the port from all other VLANSs
of which it is a member. The PVID of the port is changed to the VID of
the new VLAN to which it is added.

Note: The default VLAN Configuration Control setting is Strict.

e Automatic — This option is similar to the Strict option in that an
untagged port can only belong to one VLAN. However, when you add
an untagged port to a new VLAN, it is automatically removed from any
previous VLAN membership. The PVID of the port is automatically
changed to the VID of the VLAN it joins. Since the port is first added to
the new VLAN and then removed from any previous membership, the
Spanning Tree Group participation of the port will not be disabled as
long as the VLANS involved are in the same Spanning Tree Group.

e AutoPVID — This option functions in the same manner as previous
AutoPVID functionality. When an untagged port is added to a new

Nortel Ethernet Switch 460/470
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VLAN, the port is added to the new VLAN and the PVID is changed to
the VID of the new VLAN. The port is not removed from any previous
VLAN memberships. Using this option, an untagged port can have
membership in multiple VLANS.

* Flexible — This option functions in the same manner as disabling
AutoPVID functionality. When this option is used, PVID and tagging are
completely independent of each other, and there are no restrictions
on the number of VLANSs to which an untagged port can belong. Any
new additions of an untagged port to a new VLAN does not change
the PVID of that port.

Note: When upgrading to release 3.7, the initial value for the VLAN
Configuration Control depends on the AutoPVID value. If AutoPVID
is disabled, then VLAN Configuration Control is set to Flexible and if
AutoPVID is enabled, then the VLAN Configuration Control is set to
AutoPVID.

For more information on VLAN Configuration Control, refer to Nortel
Ethernet Switch 460/470 Configuration — VLANS, Spanning Tree, and
Multilink Trunking (NN47210-505).

Spanning Tree Protocol (STP) scaled down to eight instances
The Nortel Spanning Tree Protocol (STPG) and Multiple Spanning Tree
Protocol (MSTP) now support eight STP instances, down from 16. For
more information on Spanning Tree Protocol, refer to Nortel Ethernet Switch
460/470 Configuration — VLANSs, Spanning Tree, and Multilink Trunking
(NN47210-505).

STG port membership mode
In release 3.7 software and later, IEEE 802.1D STGs support two different
port membership modes: normal and auto.

In the normal mode, when a port is assigned to VLAN X and VLAN X is in
STG Y, the port does not automatically become a member of STG Y.

In the auto mode, when a port is assigned to VLAN X and VLAN X isin STG
Y, the port automatically becomes a member of STG V.

For more information on Spanning Tree Protocol, refer to Nortel Ethernet
Switch 460/470 Configuration — VLANS, Spanning Tree, and Multilink
Trunking (NN47210-505).
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802.1t STG path cost calculation
In release 3.7 software and later, you can set the switch to calculate the
STG path cost using either the IEEE 802.1d standard (16-bit path cost)
or the IEEE 802.1t standard (32-bit path cost). The 802.1t standard is a
maintenance extension to the 802.1d standard.

For more information on Spanning Tree Protocol, refer to Nortel Ethernet
Switch 460/470 Configuration — VLANS, Spanning Tree, and Multilink
Trunking (NN47210-505).

MSTP manual enable
In previous releases, when a VLAN was added to a new MSTI, the MSTI
was automatically enabled. With Release 3.7 software, you must enable the
MSTI instance manually, as follows:

* Create the MSTI.
e Add the existing VLAN and port memberships.
e Enable the MSTI.

For more information on MSTP, see Nortel Ethernet Switch 460/470
Configuration — VLANSs, Spanning Tree, and Multilink Trunking
(NN47210-505).

Removal of MLT restrictions
With release 3.7 software and later, if you set any trunk member to Disabled
(not active), the trunk member is no longer removed from the trunk. The
trunk member remains a disabled member of the trunk, and so no longer
has to be reconfigured to rejoin the trunk.

A trunk member can now be disabled even if only two members exist on
the trunk.

You can also disable the lowest numbered port in a trunk. However, Nortel
does not recommend disabling the lowest numbered port if Spanning Tree
is enabled on the trunk.

For more information on MLT, refer to Nortel Ethernet Switch 460/470
Configuration — VLANSs, Spanning Tree, and Multilink Trunking
(NN47210-505).

ADAC extended default MAC Address Range
The following table lists the IP Phone MAC address ranges that have been
added to the existing default ADAC MAC address list.

Note: After updating to Release 3.7 software, to add these new values
to the list , you must set the ADAC MAC address ranges to their default
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values (in CLI, default adac mac-range-table). Otherwise, the
existing range from Release 3.6 software is loaded from NVRAM.

Table 1
Additional IP Phone MAC address ranges for ADAC in 3.7

From (low end) - To (high end)
00-13-65-FE-F3-2C 00-13-65-FF-ED-2B
00-15-9B-FE-A4-66 00-15-9B-FF-24-B5
00-16-CA-00-00-00 00-16-CA-01-FF-FF
00-16-CA-F2-74-20 00-16-CA-F4-BE-OF
00-17-65-F6-94-C0O 00-17-65-F7-38-CF
00-17-65-FD-00-00 00-17-65-FF-FF-FF
00-18-B0-33-90-00 00-18-B0-35-DF-FF
00-19-69-83-25-40 00-19-69-85-5F-FF

U U VS U I B OB

For more information on ADAC, refer to Nortel Ethernet Switch 460/470
Configuration — VLANSs, Spanning Tree, and Multilink Trunking
(NN47210-505).

ADAC configurable MAC Address Range
With Release 3.7 software, you can modify and add to the default MAC
address ranges using the CLI, JDM, or Web-based management.

For more information on ADAC, refer to Nortel Ethernet Switch 460/470
Configuration — VLANSs, Spanning Tree, and Multilink Trunking
(NN47210-505).

Configurable PVID and tagging in ADAC Tagged-Frames mode
With Release 3.7 software, the ADAC Tagged-Frames mode now offers the
option of configuring the PVID and tagging for individual ports.

For more information, refer to Nortel Ethernet Switch 460/470 Configuration
— VLANSs, Spanning Tree, and Multilink Trunking (NN47210-505).

IEEE 802.1AB LLDP
Link Layer Discovery Protocol (LLDP) allows stations connected to a LAN to
advertise their capabilities to each other, enabling the discovery of physical
topology information for network management. LLDP-compatible stations
can consist of any interconnection devices including PCs, IP Phones,
switches, and routers. Each LLDP station stores LLDP information in a
standard Management Information Base (MIB), making it possible for the
information to be accessed by a network management system (NMS) or
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application. LLDP can be used to discover duplex mismatches between an
IP Phone and the switch, help identify Nortel IP Phones, and assign specific
QoS parameters.

For more information, see Nortel Ethernet Switch 460/470 Overview —
System Configuration Guide (NN47210-501) .

Non-EAP (NEAP) hosts on EAP-enabled ports
For an EAPOL-enabled port configured for non-EAPOL (NEAP) host
support, a finite number of non-EAPOL users or devices with unique MAC
addresses are allowed access to the port.

Support for non-EAPOL hosts on EAPOL-enabled ports can be
enabled in Release 3.7 software. This support is primarily intended to
accommodate printers and other dumb devices that are accessing an
802.1X/EAPOL-enabled network.

NEAP can also operate with the RADIUS Assigned VLAN feature. With the
RADIUS Assigned VLAN feature enabled, the first EAP-authenticated client
on a port can obtain a preferred VLAN ID from the RADIUS server. The port
is then added to the specified VLAN.

For more information, see Nortel Ethernet Switch 460/470 Security —
Configuration (NN47210-500).

Multi Host Single Authentication on EAP ports
MHSA provides network access for non-authenticated devices that are
connected to an EAPOL-enabled port if another device has already been
authenticated on that port.

For more information, see Nortel Ethernet Switch 460/470 Security —
Configuration (NN47210-500).

802.1x Machine Authentication and PEAP support in Windows
Nortel Ethernet Switch 460/470 Security — Configuration (NN47210-500)
now provides an Appendix describing support for 802.1x and PEAP in
Windows environments.

Password Security enhancement
When the Password Security feature is enabled, it now applies additional
password restrictions. The password must contain a minimum of the
following

* 2 lower-case letters
e 2 capital letters

¢ 2 numbers
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e 2 special symbols, such as:!@#$%"&*()
The password is case sensitive.

Note: Password Security is enabled by default in the secure software
image, and disabled by default on the non-secure software image.

For more information on the Password Security feature, refer to Nortel
Ethernet Switch 460/470 Security — Configuration (NN47210-500).

Configurable SNMP trap port

Release 3.7 software allows you to configure the SNMP trap port. The
default SNMP trap port used for communicating with the trap receiver is port
162. You can now configure a different SNMP trap port.

For more information, see Nortel Ethernet Switch 460/470 Security —
Configuration (NN47210-500).

SNTP Daylight savings time enhancement

SNTP uses Universal Coordinated Time (UTC) for all time synchronizations
so it is not affected by different time zones. With Release 3.7 software, you
can set the switch to report the correct time for your local time zone and for
daylight savings time.

For more information, see Nortel Ethernet Switch 460/470 Overview —
System Configuration Guide (NN47210-501)

CPU/Memory usage

You can now obtain statistics on CPU/Memory usage from the following
interfaces:

¢ Inthe CLI: show cpu-utilization
* |n JDM: Edit > Chassis > CPU/Mem Utilization

* In Web-based management: Administration > CPU/Memory
Utilization

Note: The CPU utilization function provides a guide as to the CPU
utilization in a switch or stack. Unlike software-based routers, this value
is not an indication of how busy the switch is at forwarding packets.
The CPU on the Ethernet Switch 460/470 is not typically involved in the
packet forwarding process as all such intelligence occurs in the switching
hardware. Most times, you will see the CPU reported at 50% utilization
due to the sampling method utilized. This should not be viewed as a
problem but considered as normal operation. However, if the CPU
utilization stays consistently high at or near 100% for a prolonged period,
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then this may indicate some issues within the customer network which
need investigation.

For more information, see Nortel Ethernet Switch 460/470 Overview —
System Configuration Guide (NN47210-501)

Save and autosave configuration enhancement
Release 3.7 software extends the ability to set autosave enable/disable using
the Console Interface (Configuration File > Autosave Configuration),
Web-based management (Configuration > Configuration File), and JDM
(Edit > File System > Save Configuration).

For more information, see Nortel Ethernet Switch 460/470 Overview —
System Configuration Guide (NN47210-501)

Save options available in JDM and Web-based management
The ability to save the configuration to NVRAM is now available in JDM (Edit
> File System > Save Configuration) and in Web-Based management
(Configuration > Configuration File).

For more information, see Nortel Ethernet Switch 460/470 Overview —
System Configuration Guide (NN47210-501)

Ping enhancement
Release 3.7 software extends the ping capabilities of the device. Using
the ping CLI command, you can now specify additional ping parameters,
including the number of ICMP packets to be sent, the packet size, the
interval between packets, and the timeout. You can also set ping to
continuous or set a debug flag to obtain extra debug information.

For more information, see Nortel Ethernet Switch 460/470 Overview —
System Configuration Guide (NN47210-501)

Shutdown enhancement
The shutdown command allows you to safely shut down and power off
the switch. Once the shutdown command is initiated, the switch saves the
current configuration and instructs users to power off the switch within the

specified time period (1 to 60 minutes); otherwise, the switch performs a
reset.

For more information, see Nortel Ethernet Switch 460/470 Overview —
System Configuration Guide (NN47210-501)

Logout CLI enhancement

The logout command logs you out of the CLI session and discontinues
the connection with the host.
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For more information, see Nortel Ethernet Switch 460/470 Overview —
System Configuration Guide (NN47210-501)

write memory and save config commands
Release 3.7 software provides two additional CLI commands to save the
switch configuration to NVRAM. The write memory and save config
commands function identically to the copy config nvram command.

For more information, see Nortel Ethernet Switch 460/470 Overview —
System Configuration Guide (NN47210-501)

reload command
The reload CLI command provides you with a configuration rollback
mechanism to prevent loss of connectivity to a switch, typically for remote
configurations. The reload command allows you to temporarily disable the
autosave feature for a specified time period (1 to 60 minutes). Once the
reload timer expires, the switch reloads the last saved configuration.

This allows you to make a number of configuration changes on the remote
switch without affecting the current saved configuration.

As a result, if you lose connectivity while remotely configuring the switch,
the last saved configuration is reloaded at the end of the configured time
period, and you regain the switch connectivity.

During the interval in which the autosave feature is disabled by the reload
command, you must use the copy config nvram, write mem, Of save
config command to force a manual save of your configurations.

To abort the switch reload before the timer expires, you must enter the
reload cancel command.

For more information, see Nortel Ethernet Switch 460/470 Overview —
System Configuration Guide (NN47210-501)

restore factory-default command
The restore factory-default CLI command resets the switch or
stack back to its default configuration.

For more information, see Nortel Ethernet Switch 460/470 Overview —
System Configuration Guide (NN47210-501)
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Fixed Issues

The following issues have been fixed in this release:

In Web-based management, users can now enable a second LAG even
if port settings such as tagging and port priority do not match the first
LAG settings. (Q01255257)

If you attempt to configure a stack through the non-base unit within five
minutes of a reset of the non-base unit or the base unit, the CLI session
no longer freezes. This issue occurred only on serial connections to
non-base units and only with CLI commands that used SNMP queries
(get/set).

If you configured the stack using the base unit at all times (as
recommended by Nortel), this issue did not occur. (Q01266026)
When upgrading using a Telnet CLI session, the current session no
longer reverts to the menu interface. (Q01142756 and Q01244616)

The Download without reset option is now present in the Web and Java
Device Manager (JDM) interfaces. (Q00999444)

An error message - Submit failed - no longer appears on the
Web interface when creating a Protocol Based-Vlan. (Q01148341)
LAG/IGMP stream now properly fails over immediately when the standby
is present. (Q00804064)

You are no longer required to enable IGMP proxy when using IGMP in
conjunction with LAG or MLT. (Q00805627)

Known issues and considerations in 3.7 software
Loss of STG configuration information during upgrade
Release 3.7 only supports eight STP groups or MSTI instances. When
upgrading to release 3.7 software, if you have STG or MSTI configurations
for groups 9 to 16, these configurations are lost during the upgrade process.
After the upgrade, any VLANSs previously associated with these lost groups
or instances are no longer mapped to any STG or MSTI.

Nortel recommends that, before you upgrade the software image, ensure
that all switch ports are members of STP groups or MSTI instances

1 through 8 only. You must ensure that the ports do not belong to
non-supported groups or instances (9-16) to avoid configuration losses and
to prevent issues such as broadcast storms. (Q01496700)
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Read-only access to system log
A read-only user can access the system log through the CLI but not through
the Web or Console interfaces. Providing read-only access through the
CLI is particularly useful for diagnostic access to the switch. (Q01367467
and Q01353119)

No error when deleting non-existent entries from NEAP MAC list
If you try to delete a non-existent MAC address from the NEAP MAC list for
a port, no error is returned. Similarly, if you attempt to add a duplicate NEAP
MAC address to the port NEAP MAC list, no error is returned. (Q01374994)

CLI Telnet session remains open on logout
After you log off a CLI Telnet session from Windows XP, the Telnet window
remains open with the following message displayed:

Connection to host lost (Q01418499)

No configuration allowed during software download
While a software download is in progress, you cannot configure the switch
from any interface, regardless of the download option specified (for example,
Download without Reset). (Q01366688)

Remote syslog messages not displayed in sequence
When log messages are being stored on a remote syslog server, the log
messages may not appear in the correct order.

If a log message transmission from the switch fails, the switch retries

the transmission after one minute. As a result, the resent message may
appear out of order on the remote syslog. Refer to the timestamp in the
message description to confirm the correct order of the received messages.
(Q01418527)

JDM must be re-opened after Base Unit reset
In JDM, after you reset the Base Unit in a stack, you will need to re-open
JDM (Device > Open or Device > Open Last) to view the updated status of
the Base Unit. (Q01453119)

ACG file must match switch STP mode
ASCII configuration files generated in one Spanning Tree mode are not
compatible with another Spanning Tree mode. For example, you cannot
use the copy running-config command to copy a saved MSTP
configuration to a switch that is currently in STPG mode. Many commands
return errors because of the different syntax. While the spanning-tree
commands are not saved in the ACG file, other saved commands result in
errors when the file is loaded on a switch running a different STP mode. For
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example, the syntax for the m1t learning command in STPG mode is
different from the syntax for the same command in RSTP or MSTP modes.
(Q01490532)

Disabling LACP
When you want to disable LACP on a port, Nortel recommends that you
both disable aggregation on the port (in CLI, no lacp aggregation
port <portlist>) and disable LACP mode on the port (in CLI, 1lacp
mode port <portlist> off). (Q01538054)

Shutdown of MLT ports cannot be saved to ACG
If you issue the shutdown port command on a port that is a member
of an MLT, the shutdown state of the port is not saved to an ACG file. If
you apply an ACG configuration file to the switch, all MLT ports are always
enabled after the file is loaded. (Q01368657)

POE: Shared ports 47/48 are delivering power when fiber ports are
connected.
On Ethernet Switch 470-48T-PWR, when a GBIC is inserted, the associated
shared copper port (47 or 48) can continue supplying power over Ethernet
even though no data is forwarded through the shared copper port. If you do
not want the switch to supply PoE to these ports, you can manually disable
PoE on the ports. (Q01501815)

spanning-tree op-mode command: command mode inconsistency
When in MSTP or RSTP mode, you can issue the spanning-tree
op-mode command from the config and config-if command modes.
However, in STPG mode, you can only issue the command from the config
command mode. (Q01365742)

LLDP: re-inserted unit in a stack does not send TLVs
If you have a stack configured with LLDP, and you remove and re-insert one
of the stack units, the ports on the re-inserted unit do not transmit LLDP
TLVs. (Q01569043)

Autotopology messages from BayStack 450
A change in the operation of Nortel's SONMP based Autotopology causes
directly-connected BayStack 450s to report a physical Autotopology change
every 70 seconds to the local switch. This Autotopology change message
should be ignored for links where there is a direct connection to a BayStack
450 switch. (Q01565432-01)
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Outstanding issues and considerations from previous software

releases
The following are outstanding issues and considerations from previous
software releases:

ADAC

* ADAC cannot apply Auto-Configuration settings for ports involved in
Port Mirroring due to Port Mirroring restrictions (Monitor and Mirrored
ports must have the same VLAN settings). In this case, when ADAC
periodically tries to apply configuration on a candidate port, it logs an
error message as long as the current configuration does not permit
Auto-Configuration. (Q01131794)

Auto Unit Replacement

« After a reboot, a stack requires between 5 and 10 minutes to mirror
the CFG images from all units in the stack. When the process has
completed successfully, the following log message is displayed: A11
units mirrored for the first time. This message indicates
that you can safely begin replacing units. (Q01117484).

In Release 3.7, you can determine if a particular unit is ready for
replacement by issuing the following CLI command on that unit: show
stack auto-unit-replacement .

CLI Audit feature

« After performing an upgrade to Release 3.6 software or higher, the
following message can appear in the syslog:

Audit data initialized (bad magic number)

This is due to the introduction of the CLI Audit feature in Release 3.6
software. When the upgraded switch powers up for the first time, no
data is collected in the CLI Audit log. The syslog identifies this situation
with the message above.

Command Line Interface

¢ ACG execution fails at the CLI password stack serial radius
command. (Q01043704)

Note: User cannot configure passwords via ACG on the SSH image.

* ACG execution fails at the eapol enable command. (Q01043707)

Note: User cannot configure passwords via ACG on the Non-SSH
image if the password security feature is enabled.
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e The SSH public key cannot be downloaded using the \ folder\key
name command. To use the windows notation for directories, the user
should use the double backslash (\\) instead of a single backslash ().
(Q01031157)

Disabled port status

« If a portis disabled by VLACP, BPDU-Filtering, or EAPoL, the show
interfaces command still indicates that the port is up. In this case, you
can determine the true status of the port by using the show command
for the appropriate application:

— show vlacp interface
— show spanning-tree bpdu-filtering

— show eapol

(Q01246226)

EAPOL

* EAP authentication clients connected through the HUB lose connectivity
after an SSH image upgrade. (Q01109506)

e When multihost is enabled on a port, EAP authentication intermittently
fails for some clients on initialization.

Note: Windows XP* or Windows 2000* PCs running the built-in EAP
client drop the first received EAP message. Therefore, the second
message that the client receives appears to be the first. The interval
that the client must wait for the second EAP message after the link
is up is defined by the EAPOL quiet period value (default value: 60
seconds). As a result, the user typically does not see a password
window until 60 seconds after the link is up.

To log out of EAP, the EAP client must explicitly send an EAP Logoff
packet to the PAE. The built-in EAP client for MS Windows does not
send this packet. Therefore, if you physically disconnect the client
from the switch, the PAE will log out the client after a timeout period
(typically about 1 minute).(Q01106448)

« If clients are authenticated on a EAPOL multihost enabled port and user
enables EAPOL multihost again on all ports (including the port already
enabled ), PCs connected to that multihost port already enabled begin to
lose their connectivity to the server for approximately 60 to 90 seconds.
This does not happen if the user does not enable EAPOL multihost
again on the enabled port. This is related to the Windows XP/2000
EAPOL client behavior described in Q01106448. (Q01053497)
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LACP

When enabling an LAG of two links, a broadcast storm can occur during
LACP timeout (Q01216169).

The detailed explanation of this issue is as follows:
There are two CLI commands that disable a port from an LAG:
no lacp aggregation enable and lacp mode off

The no lacp aggregation enable command determines whether
a port is aggregatable; that is, whether it can become part of a trunk.
When you execute this command, the affected port begins sending
LACPDUs with new data showing that the port is not aggregatable. The
port is then detached from its LAG. The partner port is also detached
from its LAG as a result of the LACPDU it receives. LACPDUs continue
to be sent until timer expiration (30s).

The lacp mode off command also removes the affected port from its
LAG. However, unlike the no lacp aggregation enable command,
no additional PDUs are transmitted by this port to advertise its new
state. As a result, the partner port is not detached at the same time as
the local port. The lacp mode off command therefore results in the
partner port belonging to the trunk at one end, and the local port no
longer belonging to the trunk at the other end. This can produce a flood.

If you want to disable LACP for a certain port, Nortel recommends that
you first enter the no lacp aggregation enable command. This
command ensures that the partner is also detached from its LAG. Then
you can enter the lacp mode off command.

If you want the port to revert to an LACP active port state, you must first
enter the lacp aggregation enable command, and then enter the
lacp mode active command for the port.

With Web-based management, if you want to enable or disable LACP
for a port using the Port Configuration page, first configure the settings
for the A/l field, then configure the LACP Mode field. For example, to
disable LACP on the port:

— Set the AJl field for the port to I.

— Click Submit.

— Set the LACP Mode for the port to Off.

— Click Submit.

With Device Manager, to enable LACP for a port using the Port — LACP
tab:

— In the ActorAdminState field, choose aggregation.

— Click Apply.
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— Choose AdminEnabled.
— Click Apply.

To disable LACP for a port using Device Manager:

— In the ActorAdminState field, deselect aggregation.
— Click Apply.

— Deselect AdminEnabled.

— Click Apply.

MAC Address Security Table

* One minute after the switch starts forwarding traffic, only one address is
displayed in the MAC address table. (Q01051801)

« After removing the intruder address from the MAC Address Security
Table, the address does not appear in the AuthViolation Table. It is
displayed after removing or reinserting the link or after disabling and
enabling port 1. (Q01061757)

MSTP

e MSTP functions improperly between Ethernet Switch 3.5 and 3.6
software with MSTI and MLT enabled. Reboot the non-root switch or
stack after you configure this setup. Then the MSTP is solved correctly
and no broadcast storm occurs. (Q01121994)

QoS

* When using User Based Policies with the MHMA, only the last
authenticated user on a port is displayed when running a show gos
user-role command in the CLI. If the user role changes at the
RADIUS server, or if the user policies to be installed are modified at the
COPS server, only elements corresponding to the last authenticated
user will remain installed on a multihost-enabled interface. All previously
installed user elements are deleted for that interface.

STP

* In the Console Interface VLAN Configuration screen, the STPG field
is selectable only until the VLAN is activated. The actual setting is
done when the VLAN is activated with the STP group selected until
that moment. After the activation, the field displays only the current
VLAN-STP group setting. This field was meant just for the time of
creation to prevent possible flooding until assigning a VLAN with ports to
a group. For other purposes, refer to the Spanning Tree menus.
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e With release 3.6, a STP topology change can occur when LACP ports
change status. This is due to the way the platform now provides support
for multiple Spanning Tree Groups across MLT or LAGs (Q01157915,
Q01157918).

Note: Nortel Multiple Spanning Tree Groups over MLT enables the
switch to assign an MLT link into multiple STGs. This means that MLT
now acts as a "virtual" port having its own spanning tree settings.
Individual port Spanning Tree settings do not have significance when a
port is now a member of a MLT or LAG. Spanning Tree settings must
be assigned as part of the MLT or LAG. There is a new command that
controls Spanning Tree settings per MLT or LAG. Spanning tree will be
enabled (normally) by default on new MLT or LAG connections, if the
switch is connected to a Nortel switch running Split-MLT, then Spanning
Tree must be disabled on the MLT.

STP and port mirroring on redundant link

* When STP and port mirroring are enabled on a redundant link port, a
broadcast storm can occur even if the spanning tree state for the port
is set to blocking. Because port mirroring takes priority over the STP
port state, a broadcast or unicast packet coming in through a blocking
port is mirrored to the unit containing the monitor port. On the monitor
port unit, it is flooded on all ports based on its destination address. This
issue does not occur with RSTP. (Q01198395)

Web and Device Manager

e When using JDM to enable LACP on ports with different VLANSs
configured, LACP will not be enabled and no error message is
generated. This problem is specifically related to JDM operation.
(Q01160069)

Miscellaneous

e The Authentication Protocol SHA and Privacy Protocol DES are
available only for the SSH builds. When loading a non-SSH build those
settings disappear. (Q00987006)

e COPS control can be enabled even though the COPS server IP address
is not configured. (Q01028193)

e The SSL server is still operational even though the SSL certificate is
erased. (Q00981869)

* The cut connection is lost on fiber when downgrading from 3.5.1 to
3.5.0. (Q01095254)

* The RSTP PathCost for the MLT is incorrect after changing the PathCost
type to 16 bits. When changing the PathCost type for MLT from 32 to 16
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bits, the path cost is defaulted and computed based on the path cost
formula. When changing the PathCost type back from 16 to 32 bits, the
path cost values are kept. (Q01118153)

e The Dynamic LAG trunk is still enabled even after all links are removed.
(Q01066346)

* Dynamic LAGs are not properly updated when the link is removed or
reinserted. (Q01059029)

* A new Dynamic LAG is not formed after removing a previous dynamic
LAG. (Q01055083)

Note: For the above mentioned three CRs (Q01066346, Q01059029,
and Q01055083), the links are not deaggregated at the aggregated link
link-down to permit faster recovery of the trunk when the same links
are reinserted.

e STP information is not discarded when the Hop Count is equal to zero.
(Q01053800)

e On Nortel Ethernet Switch 460/470 products, the port may report "FCS
Errors" and "Frame Errors" for the respective port when connected to an
IP handset or AP that is unpowered. Also, the Link and Activity LEDs of
that port may blink. These errors are reported as a result of filters inbuilt
to the IP handsets/AP that reflect the link pulses when the device is
unpowered. (Q01129884)

¢ No warning is given when upgrading a hybrid stack to Ethernet Switch
Software version 3.6. After upgrading, the hybrid stack boots up as
stand-alone units with no IP address. Reverting back to the previous
code will resolve this issue. (Q01122876)

e The software image cannot be downloaded on the stack after the base
unit is powered OFF and then ON. Download is possible only after
resetting the stack. (Q01033410)

* By default, the Console Interface MultiLink Trunk Configuration screen
displays the STP learning setting for all STPGs. To view or modify the
learning setting for a particular STPG, you must change the value in the
learning column from ALL to the desired STPG.

For example, if you use the Spanning Tree Port Configuration screen to
disable the STPG participation of an MLT link, the MLT Configuration
screen does not display the new learning setting of disabled unless
you change the STPG value from ALL to the appropriate STPG.
(Q01216647)

* When you create a distributed multilink trunk on a stack that is non-root
and connect the ports to a standalone switch (root) with no multilink
trunk configured, one port should remain in forwarding and the others
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should change to blocking, but they all remain in blocking and a loop is
formed. (Q00942499)

e In port mirroring, broadcast, multicast, and unknown unicast traffic are
NOT mirrored for XrxYtx and XrxYtxOrXtxYrx (port Y-Ethernet Switch
460). (Q00891851)

e On a non-root switch, the backup multilink trunk becomes the root when
you disable it from the root switch. (Q00910371)

* On an Ethernet Switch 470 switch, a port remains bound to an existing
PVID even when the port is removed from the VLAN. (Q00929246)

¢ An IGMP stream is not flooded on all ports when you remove the last
member from the group. (Q00929510)

e In the command line interface (CLI) the no MLT command does not
default to the default MLT name. (Q00930403)

* The ASCII configuration generator (ACG) generates commands that
set the STP learning status for tagged ports that are not in STPGx.
(Q00935346)

* The timing for IGMP query packets is not correct. (Q00932337)

e Upgrading the image from 3.0 to 3.5 does not work on an allied stack.
(Q00927638)

* ACG creates commands that disable a Spanning Tree Protocol Group
that has already been disabled. (Q00927433)

* In RSTP, up and down counts are not incremented after several changes
of Spanning Tree Protocol operation modes. (Q00925158)

¢ The "rcStatMItIfExtnIfHCInUcastPkts" is incremented for multicast or
broadcast traffic. (Q00884953)

¢ In RSTP and MSTP modes, a MLT group with a smaller group ID has
higher priority than the MLT group with a larger group ID. For example
if MLT 1 and MLT 2 have the same path cost and they are connected
to the same two switches, MLT 1 will always be Forwarding and MLT
2 will be Alternate. (Q00895970)

* The Query port, ActiveQuerier, and MRouterExpiration fields do not
reset to the default value. (Q00925047)

* In Device Manager, an error message is displayed when you try to
create an Allied-VLAN SVL type. (Q00923814)

* You can add up to 200 IP filters to one group on a stand-alone unit or a
5-unit stack. (Q00888337)

e The operational display of EAPoL is inconsistent on the Release 3.5
software. (Q00912196)
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* You can create up to 192 Level 2 filters on a stand-alone unit or a 5-unit
stack. (Q00888333)

* You can create only 62 shapers on a switch. (Q00888339)

* You can create a maximum of 200 IP filters in one group for every
Ethernet switch. (Q00888337)

* You can create 118 actions on an Ethernet switch. (Q00888347)

* Intruder SA can access the switch through the base unit when MAC
security is enabled globally or by port. (Q00905572).

* When there is a high rate of traffic on a base unit switch while
MultiLink Trunking is configuring, traffic from the other units is lost (CR
Q00922934).

* ACG generates commands that set the learning status for tagged ports
that are not in the Spanning Tree Protocol Group. (Q00935346)

* You cannot execute the lacp clear-stats against all ports in a stack
simultaneously. You can execute the command against all the ports
in a switch simultaneously, and then against each switch in a stack.
(Q00844967)

* When you create an MLT group using the Menu Interface, you must
identify a unit number/port number combination in the first field in order
for the port configuration to be accepted by the Menu Interface, as
shown. For example:

Trunk Trunk Members STP Learning Trunk Mode Trunk Status

10/ 110/ 1101/ 10/ 1 [ Normal ] Basic [ Disabled ]
2 [ 2/6 110 2/71 [/ 1 [/ 1 [ Normal ] Basic [ Disabled ]
3 [ 3/1 11[4/11]1 [4/12]1[5/1] [ Normal ] Basic [ Disabled ]
4 [ /1 [ /1 [ /1 [/ 1 [ Normal ] Basic [ Disabled ]
5 [/ 1 [ /1 [ /1 [/ 1 [ Normal ] Basic [ Disabled ]
6 [ /1 [ /1 [ /1 [/ 1 [ Normal ] Basic [ Disabled ]

* You may see the MAC address table refresh by itself every few seconds
after another unit in the stack has been reset. This condition may persist
for one or two minutes. (Q00761481)

» If the Spanning Tree Protocol (STP) is enabled on a Link Aggregation
Group (LAG), then the LAG is subject to STP convergence, just like any
other port. If Spanning Tree does reconverge, you should expect there
to be a loss of data on the LAG link. (Q00769684, Q00804961)

* The ports on the BPS2000 2GT MDA cannot be the target of the
interface £lowcontrol command. Changing the flow control of the
ports on the BPS2000 2GT will result in autonegotiation being disabled
on the port, which is an unsupported configuration. (Q00787182)
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The CLI command "show running-config" will display the
configuration parameters that are appropriate for the user that is logged
into the device. A subset of the configuration parameters is displayed
to the READ-ONLY (RO), while a more verbose set of parameters is
available to the READ-WRITE (RW) user. (Q00827993)

460-Changing from 10MB to 100 MB may result in port remaining in
a down condition. (Q00630821)

MLT/LAG console menu screen may display more port members when
moving cables. Refresh the screen if this occurs. (Q00770784)

Related publications
For more information about using these products, refer to the following
publications:

Nortel Ethernet Switch 460/470 Overview — System Configuration
Guide (NN47210-501)

Nortel Ethernet Switch 460/470 Security — Configuration
(NN47210-500)

Nortel Ethernet Switch 460/470 Configuration — VLANS, Spanning Tree,
and Multilink Trunking (NN47210-505)

Nortel Ethernet Switch 460/470 Configuration — IP Multicast Routing
Protocols (NN47210-504)

Nortel Ethernet Switch 460/470 Configuration — Quality of Service and
IP Filtering (NN47210-502)

Nortel Ethernet Switch 460/470 Configuration — System Monitoring
(NN47210-503)

Nortel Ethernet Switch 470 — Installation (NN47210-301)
Nortel Ethernet Switch 460-24T-PWR — Installation (NN47210-300)

How to get help
This section explains how to get help for Nortel products and services.

Getting help from the Nortel web site
The best way to get technical support for Nortel products is from the Nortel
Technical Support web site:

www.nortel.com/support

This site provides quick access to software, documentation, bulletins, and
tools to address issues with Nortel products. From this site, you can:

download software, documentation, and product bulletins
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« search the Technical Support Web site and the Nortel Knowledge Base
for answers to technical issues

* sign up for automatic notification of new software and documentation
for Nortel equipment

« open and manage technical support cases

Getting help over the phone from a Nortel Solutions Center
If you do not find the information you require on the Nortel Technical Support
web site, and you have a Nortel support contract, you can also get help over
the phone from a Nortel Solutions Center.

In North America, call 1-800-4NORTEL (1-800-466-7835).

Outside North America, go to the following web site to obtain the phone
number for your region:

www.nhortel.com/callus

Getting help from a specialist using an Express Routing Code
To access some Nortel Technical Solutions Centers, you can use an Express
Routing Code (ERC) to quickly route your call to a specialist in your Nortel
product or service. To locate the ERC for your product or service, go to:

www.nortel.com/erc

Getting help through a Nortel distributor or reseller
If you purchased a service contract for your Nortel product from a distributor
or authorized reseller, contact the technical support staff for that distributor
or reseller.
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