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Overview

Introduction

HP Power Protector (HPPP) enables you to monitor, manage, and control power environments through
comprehensive control of individual HP UPSs. A familiar browser interface provides secure access to HPPP
anywhere on the network. You can control power failure settings to allow for maximum uptime of critical
servers.

For a detailed list of supported UPSs, see the Supported Hardware matrix on the HP website
(http://www.hp.com/go/rackandpower).

The software can run as a stand-alone power management system. This flexibility enables you to monitor,
manage, and communicate with a UPS through a USB port, serial port, or an installed HP UPS Network
Module. To facilitate day-to-day maintenance tasks, the software provides detailed system logs and system
diagnostics, including UPS battery checks.

The HPPP package contains both the Administrator and Client components. The HPPP Administrator monitors
the UPS status and notifies Clients of power related events, and communicates directly with the UPS through
a USB or serial port. The HPPP Client gracefully shuts down protected servers in the event of a power failure,
and communicates with the HPPP Administrator or HP UPS Network module through a network connection.

Use HPPP to:
e  Customize alerts
o Send email notification messages.
o lIssue computer commands at power failure.
®  Monitor, manager, and control UPSs
o Manage a graceful shutdown of attached equipment during utility power failure.
o Prioritize the timing of equipment shutdown and reboot connected equipment by load segment.
o Delay restart by load segment after a power outage to sequence the startup of system components.
o Display text logs and graphical logs for analysis.
o Monitor the status of UPSs and perform diagnostics.

o Communicate with a UPS through a USB port, serial port, or an installed UPS Network Module.

Overview

HPPP is a web-based application that enables administrators to manage an HP UPS from a browser-based
management console. Administrators can monitor, manage, and control a single UPS locally and remotely.

During a utility power failure, the UPS switches to battery mode. An email alert can be issued to the system
administrator, and a prioritized system shutdown begins based on user-defined settings for that specific UPS.

The UPS can be configured to extend runtimes for critical devices during utility power failures. For most UPSs,
the receptacles on the rear panel can be divided into two or more groups, called load segments, which can
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be controlled independently. By shutting down a load segment that is connected to less critical equipment,
the runtime for more critical equipment is extended, providing additional protection.

Architecture

The architecture consists of two major components:
e  HPPP Administrator or HP UPS Network Module
e  HPPP Client

The following image shows the HPPP Administrator architecture:

i o 22 [ 3 2| [, ) iy, o) oo = 2 (o o)
1] | | |

| o

ltem Description

1 HPPP Administrator

2 A UPS that is connected to the HPPP Administrator through a serial port
or USB port

3 HPPP Client server
Network

5 A remote workstation browsing into the HPPP Administrator over the
network

Green Power connection

Red Communication path
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The following image shows the HP UPS Network Module architecture:

®

[==—x]
I

i)

Item Description

1 UPS with an HP UPS Network Module

2 HPPP Client server

3 Network

4 HP Systems Insight Manager receiving alert traps from the HP UPS
Network Module (optional)

5 A remote workstation browsing into the HPPP Administrator over the
network

Green Power connection

Red Communication path

HPPP Administrator

One HPPP Administrator is needed for each UPS that is monitored, managed, and controlled by HPPP. The
server can be connected to the UPS through a serial port or USB port. Specific features of the HPPP
Administrator include:

e Controlling security and authentication, such as:

o Supporting multiple users and associating each login with specific device access (access categories
are regular user and administrator)

o Providing the option of SSL security

e  Performing specified actions when alarms are set or cleared. The following unattended actions are
supported:

o Sending email notifications

o Executing system batch jobs during shutdown (on the HPPP Administrator or HPPP Client)

Overview 9



o Performing operating system shutdown by notitying the HPPP Clients when to shut down
o Shutting down and restarting by load segment, if applicable
o Performing a UPS shutdown
e Performing a graceful, remote shutdown of the local operating system after a specified delay
®  Maintaining event logs, which include the following types:
o UPS event log, which contains UPS-related events, such as the UPS going on battery

o Application event log, which contains application-related events, such as failed logins or settings
changes

e logging data variables. The following data values are logged:

NOTE: Depending on the specific UPS model, some variables might not be supported. The
following list is only an example.

o Input voltage

o Input current

o Input frequency

o Output voltage

o Output current

o Output frequency

o Output load

o Output active power

o Output apparent power

o Battery temperature

o Runtime

o Battery output voltage

o Battery capacity
e Providing content for the user interface using an embedded web server.
IMPORTANT: Power protection for the HPPP Administrator is essential. The HPPP Administrator is

the central point of control of the power management environment. If the HPPP Administrator goes
down, the ability to gracefully shut down attached servers is lost.

99y

NOTE: For the latest supported operating systems, see the HP website
(http://www.hp.com/go/rackandpower).

HPPP Client

The HPPP Administrator provides both status and shutdown information to the HPPP Client. The HPPP Client
runs on a server and allows the software to gracefully shut down the operating system of that server and run
a script during power failure. Install the HPPP Client on any server that is powered by the UPS and any server
that the software uses to initiate a command. However, it is not necessary to install the HPPP Client on the
server running the HPPP Administrator component.
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NOTE: For the latest supported operating systems, see the HP website
(http://www.hp.com/go/rackandpower).

Supported hardware configurations

HPPP requires that the HPPP Administrator and the servers running the HPPP Clients are connected to the
network. UPSs can be attached in any of the following configurations:

e  Configuration A (on page 11)—An HPPP Administrator is serially attached to one UPS.

e  Configuration B (on page 12)—One HPPP Administrator is serially attached to a UPS and
communicates to several HPPP Clients over the network.

e  Configuration C (on page 13)—An HPPP Administrator is attached to one UPS through the USB port.

e  Configuration D (on page 13)—One HPPP Administrator is attached to a UPS through the USB port and
communicates to several HPPP Clients over the network.

e  Configuration E (on page 14)—One or more HPPP Clients are powered by a UPS and communicate
with one UPS Network Module over the network.

e  Configuration F (on page 15)—One or more HPPP Clients are redundantly powered by two UPSs and
communicate with two UPS Network Modules over the network.

Configuration A

This figure illustrates a UPS serially attached to an HPPP Administrator that is plugged into a load segment of
the UPS. The HPPP Administrator is connected directly to the network. A remote workstation can browse into
the HPPP Administrator over the network.

ltem Description

] Remote workstation browsing into the HPPP Administrator over the
network

2 HPPP Administrator

3 UPS

4 Network

Green Power connection

Red Communication path

Black Serial connection
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Configuration B

This figure illustrates one server as an HPPP Administrator and it is serially attached to the UPS. This HPPP
Administrator communicates to the HPPP Client servers over the network to begin a graceful shutdown in the
event of a power failure or other configured shutdown events.

NOTE: Up to 35 HPPP Clients can be managed by one HPPP Administrator.

EEal_l

= 1

Item Description

1 UPS

2 HPPP Administrator

3 HPPP Client server

4 HPPP Client server

5 Network

6 Remote workstation browsing into the HPPP Administrator or Client over
the network

Green Power connection

Red Communication path

Black Serial connection
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Configuration C

This figure illustrates a UPS that is connected to the HPPP Administrator through a USB port. The HPPP
Administrator is plugged info a load segment of the UPS and connected directly to the network. A remote
workstation can browse into the HPPP Administrator over the network.

ltem Description

1 Remote workstation browsing info the HPPP Administrator over the
network

2 HPPP Administrator

3 UPS

4 Network

Green Power connection

Red Communication path

Black USB connection

Configuration D

This figure illustrates one server as an HPPP Administrator and it is attached to a UPS through the USB port.
The HPPP Administrator communicates to the HPPP Client servers over the network to begin a graceful
shutdown in the event of a power failure or other configured shutdown events.

NOTE: Up to 35 HPPP Clients can be managed by one HPPP Administrator.
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Item Description

1 UPS

2 HPPP Administrator

3 HPPP Client server

4 HPPP Client server

5 Network

6 Remote workstation browsing into the HPPP Administrator or Client over
the network

Green Power connection

Red Communication path

Black USB connection

Configuration E

This figure illustrates one or more HPPP Clients are powered by a UPS and communicates with one UPS
Network Module over the network to begin a graceful shutdown in the event of a power failure or other

configured shutdown events.

NOTE: Up to 35 HPPP Clients can be managed by one HP UPS Network Module.

Overview
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ltem Description

1 UPS with an HP UPS Network Module

2 HPPP Client server

3 HPPP Client server

4 HPPP Client server

5 Network

6 Remote workstation browsing into the HP UPS Network Module or HPPP
Client over the network

Green Power connection

Red Communication path

Configuration F

This figure illustrates one or more HPPP Clients are redundantly powered by two UPSs and communicate with
two UPS Network Modules over the network to begin a graceful shutdown in the event of a power failure or
other configured shutdown events.

NOTE: Up to 35 HPPP Clients can be managed by one HP UPS Network Module.
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ltem Description

1 UPS with an HP UPS Network Module

2 UPS with an HP UPS Network Module

3 HPPP Client server

4 HPPP Client server

5 Network

6 Remote workstation browsing into the UPS Network Module or HPPP
Client over the network

Green Power connection

Red Communication path

Using the redundant configuration

Before using a redundant configuration, verify the following:

e HP UPS Network Modules and HPPP Clients are installed.

e  The two UPSs are the same model.

e  The combined load of UPS 1 and UPS 2 does not exceed 50% of the single UPS load rating.

The redundant UPS feature is designed to maintain power to attached Clients in the event of a utility power
fail condition to a single UPS. In the event of a single UPS power failure you might still experience a graceful
shutdown of Clients if one of the following conditions is present with the unaffected UPS:

e  The unaffected UPSs has a fault condition (Internal Failure, Overload, Communication Failure) or is in
Bypass.

e  The combined load of UPS 1 and UPS 2 exceeds 100% of a single UPS rated capacity.

e Both UPSs have a fault condition (Internal Failure, Overload, Communication Failure) or are in Bypass.
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Setup overview
To setup HPPP:

1.
2.

10.
11.
12.

Visit the HP website (http://www.hp.com/go/rackandpower) to download the latest version of HPPP.

Connect all equipment powered by the UPS to the receptacles on the UPS rear panel. If the UPS has
multiple load segments, note which load segment powers each device.

Power up the UPS and all attached equipment.
Be sure that the serial or USB cable connecting the UPS to the HPPP is properly installed.

Install the HPPP Administrator or Client software according to the instructions for your operating system.
If the configuration does not contain an HP UPS Network Module, there must be one HPPP Administrator
for each UPS.

Browse to the HPPP Administrator or Client.

Configure the power source on the Device Discovery screen (on page 50) for both the HPPP
Administrator and the Client. Be sure to configure the Administrator power source before configuring
the Client.

Configure the power fail settings on the Shutdown Parameters screen (on page 59).
Test shutdown.

Configure event actions on the Event Actions screen (on page 54).

Configure user accounts on the User Accounts screen (on page 68).

Configure system settings on the System screen (on page 66).
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Installation

System requirements

For a complete list of supported operating systems, web browser requirements, and supported hardware, see
the HP website (http://www.hp.com/go/rackandpower).

Hardware and software | Suggested minimum requirements

HPPP Administrator

Hardware 500-MHz processor
Disk space 10 MB free disk space
System memory 300 MB of RAM

HPPP Client

Hardware 500-MHz processor
Disk space 10 MB free disk space

300 MB of RAM

System memory

Installation overview

Follow these guidelines when installing HPPP components:

e HPPP Administrator—Install the HPPP Administrator on the server that is connected to the UPS serial port
or USB port.

e  HPPP Client—Install the HPPP Client on any computer that is powered by the UPS.

For each component, there are three installation options:

e  GUl installation—A series of dialog boxes and prompts guide you through the installation process.
e Non-GUl installation—A series of commands are necessary to complete the installation.

e  Silent installation—The installer uses the default install path for the platform and no output displays for
the user.

Silent installation is typically used by system administrators who have many installations that are
configured identically and require minimal user interaction.

During a silent installation, install an HPPP Administrator or Client through the assisted installation
method that is appropriate for the operating system.

The following table summarizes the available installation options for each operating system.

Operating |GUI Non-GUI Silent Local/remote
system installation  |installation  |installation  |installation
Windows Available Available Available

Linux Available Available

HP-UX Available Available Available
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Installing HPPP on Windows operating systems

HPPP can be installed using either a graphical installer or a silent installation on any supported Windows
operating system. To ensure that your system meets the minimum requirements, see "System requirements (on

page 18)."

Installing HPPP using the GUI installer on Windows systems

NOTE: Before installing the software, be sure that the serial or USB cable connecting the UPS to

the server is properly installed.

To install HPPP using the GUI installer:

1. If the server is connected to the UPS through the USB port, verify that the UPS is detected by the
operating system, and then click OK.

USE Human Interface Device Properties 2=l
General | Driver |
I@ USE Human rterface Device
Deavice lype: Human Intesface Devices
M anufzcturer; [Standard systern devices]
Location: Location 0 [HP TS00 LUFS
- Devics status 1
[Thes dovics ie working properk: _:_I
IF wous are having problems with this device, click. Troublezhoot to
shart the Iroubleshooter
|
[ roibkeshool. |
Device uzage:
ILIsa thiz device [enable] j
] % Cancel |

If the software has been downloaded from the HP website (http://www.hp.com/go/rackandpower),
follow the instructions to unpack the files, and then locate and run the HPPP executable file.

The Welcome screen appears.
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2. Verify that the device communication cables are connected, and then click Next.
V. i

Power Protector
vi.0z2

(7 HP Pawer Pratector Installer

!""“ Welcome to HP Power Protector installer

Select Path

Installation... Flease check that your device communication

Finish iz connected before proceading with installation

Cancel Next >

The Select Path screen appears.

3. Click Install to install HPPP in the default folder. To specity a different folder, click the folder icon,
navigate to the appropriate folder, and then click Install.

) HP Power Protector Installer = | 5 |-

Power Protector
vi.02 |

Welcome Pleaze selectthe product installation folder:

t Path |C:1F'mgram Files\HP\PowerProtector
Installation...

Finish

< Previous Cancel Install
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The Finish screen appears.
4.  Click Finish to launch the application.

- ﬁ

Power Protector
v1.02

@ HP Power Protector Installer

Welcome Product installation in progress...

Select Path Copy files...
Instaliation... Configure...

Installation was completed successfully.

Click on the "Finish’ button to launch application now.

Finish

The End User License Agreement screen appears.
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5.

& HP Power Protector

Read the license agreement, and then click Accept.

HIF End User License Agresment

IS UFER LITINSE ACREEMENT

FLELSE I CAREFULLY: THE TFE OF THE FOFTWARE IS5 FURJECT TO THE TEERS
CORDITIONS THAT FOLLOW (“AGREENENT )}, UMLESS THE SOFTWARL IS FUDJECT T
FEFAER CINFE ACRIEM PETWELM TOU AAD MF OF ITS SUFFLIEES. I D0W
NI FING, DR USINCG THE SOFTRARE, OF DYV CHOOSING

OH OF ADJACENT TO THE SCRELN WHERE THIS ACGEE

ACRIENENT, ANT AFFLICADLE

WID IM THE “ANCILLAEY FOF

TEFNAS CH DEHALF OF ANDT

T OR OTMEE LEGAL I s TOU REFEESENT JAAD WARRAMT THAT WU

LTTHORD TO BIAD T FEEFOM, CTONFANY, OF LEGAL ENTITY TO THESE TEERS

00 BOT AGREE TO THESE TERRS, D0 NOT COWMLOAD, IMSTALL, CTOFYT ACCESS, OR

FOFIWARE, AAD FROFIFTLY RETURN THE FOFTWARE WITHFROODF OF FURCMASE TO TH
FREOR WHON TOU ACQUIRID IT AAD COTAIN A REFOAD OF THE AMODUNT TOU FAID,

TOU AGEEE T
» THE TEERS
owp i

QUANTITY OF DEVICES

CINERAL TERMT

o

. HF Frandsd ssans Softwars proda
Hawvilstt~Fackard Coapany o any Mew
Coapany A iate, and sabweddsd NF &
effsrsd undsr & third party licsnos SgreaRent

4

4. Feitwars aeans sachinse-resdakle ang
4 and rslated apd

and gpgradss
v,
marasly, and ocpeTATing FT
meany all or Aoy portiom ©
pablic, opsn Fpvarce, of third party licsnos Teran

dursn

marasly, QWrer doCERAnTATICn, and

(Lawoms ] [_oocrn ]

IF TOOU COWNLOADED THE FOFTWARE, CTOMTACT THE FAETY FRON WHOR TOU ACQUIE

&. Toa axd Toar refsr sither ©o an dndividual peroon ©F ©0 & mingls ls

E&. MF ssany Mevistt-Fackard Coapany or one of its rabepidiariss
ing & Tradsmark oF FECVICE =

third party Softwars that

wctions and data {and copisE T
#d materisals, wWrsr

Softwars prowvided wnd
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ctachniconl data sbmsts in sfifsct on the date NF dslivers Scoitwars produ

Tranzaction Dooamert {E) EEALE &L ACCEPTHd CUETORGT Crder |II:I'J=HI’|1H

6.  log in to HPPP using the default credentials admin/admin, and then you are prompted to configure the

Power Protector as Administrator or Client.

The HP Power Protector Configuration screen appears.

7. Select the HPPP component that you are installing on this server, and then click Save.

HP Power Protector Configuration

The HP Power Prokector saftware can be configured as either an
Administrakar ar a Client,

(@ Administrakar — The administrakar monitors the UPS status and notifies
clients of power related events, This server communicates direckly wikth the
LIPS via a USE/Serial connection,

(71 Clienk - The client gracefully shuks down prokecked servers in the event
of a power Failure, This server communicates with an HP Power Prokeckor
"fdriniskraktor” or an HP UPS Mebwork module via a nebwork connection,

Save
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Installing HPPP using the silent installation method on Windows
systems

NOTE: Before installing the software, be sure that the serial or USB cable connecting the UPS to
the server is properly installed.

During a silent installation, install an HPPP Administrator or Client through the assisted installation method
that is appropriate for the operating system.

From the directory that contains the .exe file, execute the file with the -silent argument.

c:\hppp win 1 00 Oll.exe -silent

Uninstalling HPPP from Windows systems

To uninstall using the HPPP shortcut:
1. Click Start>Programs>HP>Power Protector>Uninstall HP Power Protector.
2.  Follow the prompts to uninstall the software.
To uninstall using the Windows Control Panel:
1. Click Start>Settings>Control Panel.
2.  Open Add/Remove Programs.
3. Select HP Power Protector, and then click Change/Remove.
The uninstall wizard launches.
Select Remove Choice, and then click Next.
4.  Follow the prompts in the uninstall wizard to uninstall the software.
To uninstall from the command line, execute the following command:
<HPPP install path>\mc2.exe -uninstall

For example:

c:\Program Files\HP\HP Power Protector\mc2.exe —-uninstall

NOTE: Some files might remain following the uninstallation and can be removed manually.

Installing HPPP on Linux operating systems

HPPP can be installed using the native package or generic package. To ensure that your system meets the
minimum requirements, see "System requirements (on page 18)."

Before installing HPPP on RHEL IA64, install the following dependency:
libunwind-0.98.5-5.el5.ia64.rpm

Installing HPPP using the GUI installer on Linux systems

NOTE: Before installing the software, be sure that the serial or USB cable connecting the UPS to
the server is properly installed.

Installation 23



Native installation on a RedHat, SUSE, or derivative system

To install HPPP using the Native installation method:

1.

Double-click the HPPP .rpm package. The system prompts for the root password, and then launches a

graphical front-end.

Installing packages

Installing packages
The fulluwmg packages will be installed.

hppp-linux-1.00.012-1.1386
HF Pawier Frotector

X Cancel | | f apply |

Atter the installation is complete, launch a supported browser. The browser window appears.

In the URL field, enter:
http://<ipaddress>:4679 (for a standard connection)
_Or.

https://<ipaddress>:4680 (for a secure connection)

Installation
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where <ip address> is the IP address of the server hosting HPPP. The End User License Agreement

screen appears.

& HP Power Protector

HP End User License Agresment

IED OSIE LICINSE ACRENMENT

TOFE OF THE SOFTWARE IS SUDIECT TD THE TERMS
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QUANTITY OF DEVICES:
GINERELL TERME

&. Toa axd Toar refer sither ©o an individusl peropon ©rf ©0 & mingls ls
anTiTy.

b. MF msany Newlstt=Fackard Company or one ©f its pobpidiariss

<. NF Praxdsd meany Softwars prodocts bearing & toadsmark ©or secvice =

[ axy A %, and sabsddsd NF &© d third party Softwars that
offersd undst & third party liceans SgresRent

uctiony and dats {and copism ©

d upgraden

#ly smthorized ©o receive, licenred materials, ursr

r mATasly, and operaAting Proc

illary Softwars™ means all or any portiom of Softwars prowided und
. Open §oarce, of third party licsnos Teran

schnical information about Softwars products |
r docamentation, and

cachnicnl data sbests in sffect on the date NF dslivers Softwars produ
Toa,

Trangaction Dooamert (@) NEALE &N ACCSPTHd CUNTORST OCder |II:]'J1:I’|'.|H
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4.  log into HPPP using the default credentials admin/admin.

The HP Power Protector Configuration screen appears.

5.  Select the HPPP component that you are installing on this server, and then click Save.

HP Power Protector Configuration

The HP Power Prokector sofftware can be configured as either an
Administrator or a Client,

(@) Adrniniskrakar — The administrakar monikors the UPS status and nokifies
clients of power related events, This server communicates directly with the
PS wia a 136 [Serial connection,

(73 Clienk - The client gracefully shuts down protected servers in the event
af a power Failure, This server communicates with an HP Power Proteckor
"Adrminiskraktor” or an HP UPS Rebwork module via a nebwork connection,

Save
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Installing HPPP using the CLI on Linux systems

NOTE: Before installing the software, be sure that the serial or USB cable connecting the UPS to
the server is properly installed.

Native installation on a RedHat, SUSE, or derivative system

To install HPPP from a command line:

1. Execute the following command (as root):
$ rpm -i hppp-linux X.Y.Z.rpm

root@localhost:~/Desktop el

File Edit View Terminal Tabs Help

[root@localhost Desktop]# rpm -1 hppp-linux-1.00.013-1.x86_64.rpm

Preparing... BESSRBRS BB SRRB RSB BB RSB R BB S S R B RS SREES [ 100%)]
1:hppp-linux BRI R R RS [ 100%)

Starting Power Protector: HP-HPPP[ OK ]

[root@localhost Desktop]# .

. After the installation is complete, launch a supported browser. The browser window appears.
3. Inthe URL field, enter:
http://<ipaddress>:4679 (for a standard connection)
.Or-

https://<ipaddress>:4680 (for a secure connection)
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where <ip address> is the IP address of the server hosting HPPP. The End User License Agreement

screen appears.

& HP Power Protector

HP End User License Agresment

IED OSIE LICINSE ACRENMENT
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4.  log into HPPP using the default credentials admin/admin.

The HP Power Protector Configuration screen appears.

5.  Select the HPPP component that you are installing on this server, and then click Save.

HP Power Protector Configuration

The HP Power Prokectar sofftware can be configured as either an
Administrator ar a Client,

@ Administratar — The administratar monitors the UPS status and notifies
clients of power relaked events, This server cammunicates direckly with the
LIPS via a USE/Serial connection.

(7 Clienk - The client gracefully shuts down prokected servers in the event
of a power Failure, This server communicates with an HP Power Prokeckor
"Adrinistrator” or an HP UPS Rebwork module wia a network connection,

Save

Generic installation
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If your system does not derive from RedHat (using .rpm), you can install HPPP using the Generic Package.

To install HPPP from a command line:

1. Execute the following command from where the generic installer is located (as root):
$ hppp-linux-x yz-i386 -install

2. Verify that the device communication is connected, and then enter Y to proceed with the installation.

Press Enter to use the default installation path or enter the new installation path, and then press Enter.

Enter Y to confirm the install directory.

File Edit View Terminal Help

Directory: /root/Desktop
Tue Apr 26 09:02:52 EOT 2011
Linux:~/Desktop # ./hppp-linux-1_00_013-amd64 -install
A T R R N R I B S B N R Ry BB R R R gy
## wWelcome to HP Power Protector installer

Please check that your device communication
1s connected before proceeding with installation

Proceed with installation? (Y/n)

¥
Please enter installation path: (defaults to jusr/local/HP/PowerProtector)

Proceed with install of Power Protector in directory ' /usr/local/HP/PowerProtect
or* (Y/n)

¥

Installing...

Installation finished

Starting Power Protector: HP-HPPP lons

5.  After the installation is complete, launch a supported browser. The browser window appears.
6. In the URL field, enter:

http://<ipaddress>:4679 (for a standard connection)

.Or-

https://<ipaddress>:4680 (for a secure connection)
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where <ip address> is the IP address of the server hosting HPPP. The End User License Agreement

screen appears.

& HP Power Protector

HP End User License Agresment

IED OSIE LICINSE ACRENMENT
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7. log into HPPP using the default credentials admin/admin.

The HP Power Protector Configuration screen appears.

8.  Select the HPPP component that you are installing on this server, and then click Save.

HP Power Protector Configuration

The HP Power Prokector sofftware can be configured as either an
Administrator or a Client,

(@) Adrniniskrakar — The administrakar monikors the UPS status and nokifies
clients of power related events, This server communicates directly with the
PS wia a 136 [Serial connection,

(73 Clienk - The client gracefully shuts down protected servers in the event
af a power Failure, This server communicates with an HP Power Proteckor
"Adrminiskraktor” or an HP UPS Rebwork module via a nebwork connection,

Save
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Installing HPPP using the silent installation method on Linux
systems

NOTE: Before installing the software, be sure that the serial or USB cable connecting the UPS to
the server is properly installed.

During a silent installation, install an HPPP Administrator or Client through the assisted installation method
that is appropriate for the operating system.

To install HPPP using the silent installation method:
1. Execute the file:

hppp-linux-x_ y z-1386 -silent

File Edit “iew Terminal Help R?

Directory: /root/Desktop

Tue Apr 26 09:36:39 EDT 2011

Linux:~/Desktop # ./hppp-linux-1_00_013-amd64 -silent
Starting Power Protector: HP-HPPP

Linux:~/Desktop # |

2. After the installation is complete, launch a supported browser. The browser window appears.
3. Inthe URL field, enter:

http://<ipaddress>:4679 (for a standard connection)

.or_

https://<ipaddress>:4680 (for a secure connection)
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where <ip address> is the IP address of the server hosting HPPP. The End User License Agreement
screen appears.

& HP Power Protector

HP End User License Agresment

IED OSIE LICINSE ACRENMENT
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ATTHORITY TO DIED THAT FERFON, CONMFANY, OF LEGAL ENTITY TD THESE TEERS
0D EOT AGREE TO TH NS, D0 BOT DOWNLOAD, INF TR
FOFTWARE, JAD FROF EM THE SOFTWAEE WITHFRDOF OF FURCHASE TO TH
FRED® WEHOM TOU ACQUIRIT JAD DDTAIM & REFUGD OF THE AMDUMT TOU PAID,
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4.  log into HPPP using the default credentials admin/admin.
The HP Power Protector Configuration screen appears.

5.  Select the HPPP component that you are installing on this server, and then click Save.

HP Power Protector Configuration

The HP Power Prokector sofftware can be configured as either an
Administrator or a Client,

(@) Adrniniskrakar — The administrakar monikors the UPS status and nokifies
clients of power related events, This server communicates directly with the
PS wia a 136 [Serial connection,

(73 Clienk - The client gracefully shuts down protected servers in the event
af a power Failure, This server communicates with an HP Power Proteckor
"Adrminiskraktor” or an HP UPS Rebwork module via a nebwork connection,

Save
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Uninstalling HPPP from Linux systems

Native uninstallation on a RedHat, SUSE, or derivative system

To uninstall HPPP from the command line, execute the following command:
rpm —-e hppp-linux

root@localhost:~/Desktop - 0O x
File Edit View Terminal Tabs Help
[root@localhost Desktopl]# rpm -e hppp-linux
[root@localhost Desktopl# |j

Generic uninstallation

To uninstall HPPP using the Generic Package:

1. From the command line, execute the following command:
<HPPP install path>mc2 -uninstall

For example:

# /usr/local/HP/Power Protector/mc2 -uninstall
Enter Y to proceed with the uninstallation.

Enter Y to remove all files created by the application.

2,
3.
4.

[= Terminal o] L

File Edit “iew Terminal Help

Direr:tor*_.r: /root/Desktop

Tue Apr 26 09:37:36 EDT 2011

linux:~/Desktop # cd /usr/local/HP/PowerProtector/
linux: fusr/ 1ncal;HPJPuuerPrutectur # fmcz -uninstall

Enter Y to confirm removing Power Protector.

Proceed with uninstallation? (Y/n)

¥
Do you want to remove all the files created by the application? (Y/n)

Proceed with uninstall of Power Protector in directory '/usr/local/HP/PowerProte|
ctor' {Y/n)

¥

Uninstalling...

Uninstallation finished

linux: /usr/local /HP/PowerProtector # l

NOTE: Some files might remain following the uninstallation and can be removed manually.
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Installing HPPP on HP-UX operating systems

HPPP can be installed using the SAM or Generic Package installation option on any supported HP-UX
operating system. To ensure that your system meets the minimum requirements, see "System requirements (on
page 18)."

Installing HPPP locally using the Generic Package method

NOTE: Before installing the software, be sure that the serial cable connecting the UPS to the
server is properly installed.

To install HPPP using the Generic Package:

1. From the command line, execute the following command:

./hppp—hp-ux-x y z-ia64 -install

2. Verity that the device communication is connected, and then enter Y to proceed with the installation.
3. Press Enter to use the default installation path or enter the new installation path, and then press Enter.
4.  Enter Y to confirm the install directory.

5.  After the installation is complete, launch a supported browser. The browser window appears.
6. Inthe URL field, enter:

http://<ipaddress>:4679 (for a standard connection)
.Or.

https://<ipaddress>:4680 (for a secure connection)
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where <ip address> is the IP address of the server hosting HPPP. The End User License Agreement

screen appeadars.

& HP Power Protector
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7. log into HPPP using the default credentials admin/admin.

The HP Power Protector Configuration screen appears.

8.  Select the HPPP component that you are installing on this server, and then click Save.

HP Power Protector Configuration

The HP Power Prokector sofftware can be configured as either an
Administrator or a Client,

(@) Adrniniskrakar — The administrakar monikors the UPS status and nokifies
clients of power related events, This server communicates directly with the
PS wia a 136 [Serial connection,

(73 Clienk - The client gracefully shuts down protected servers in the event
af a power Failure, This server communicates with an HP Power Proteckor
"Adrminiskraktor” or an HP UPS Rebwork module via a nebwork connection,

Save
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Installing HPPP locally using the SAM method

NOTE: Before installing the software, be sure that the serial cable connecting the UPS to the

server is properly installed.

To install HPPP using the SAM method:

1.

W o N o U, AE WD

—
e

From the SAM application, double-click Software Management.

Click Install Software to Local Host.

Change the Source Depot Path to a fully qualified path and depot name.
Select the HP Power Protector you are about to install.

Click Actions>Install from the top menu.

Click OK to analyze the depot file.

Click OK to install the depot file.

Click Done to complete the installation and continue with the configuration process.

After the installation is complete, launch a supported browser. The browser window appears.

In the URL field, enter:
http://<ipaddress>:4679 (for a standard connection)
.Or.

https://<ipaddress>:4680 (for a secure connection)
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where <ip address> is the IP address of the server hosting HPPP. The End User License Agreement

screen appears.

& HP Power Protector
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11. Log into HPPP using the default credentials admin/admin.

The HP Power Protector Configuration screen appears.

12. Select the HPPP component that you are installing on this server, and then click Save.

HP Power Protector Configuration

The HP Power Prokector sofftware can be configured as either an
Administrator or a Client,

(@) Adrniniskrakar — The administrakar monikors the UPS status and nokifies
clients of power related events, This server communicates directly with the
PS wia a 136 [Serial connection,

(73 Clienk - The client gracefully shuts down protected servers in the event
af a power Failure, This server communicates with an HP Power Proteckor
"Adrminiskraktor” or an HP UPS Rebwork module via a nebwork connection,

Save
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Installing HPPP remotely using the Generic Package method

NOTE: Before installing the software, be sure that the serial cable connecting the UPS to the
server is properly installed.

To install HPPP remotely using the Generic Package method:
1. Find the server on the network, and then log in as a super user.

2. locate the HPPP package, and then from the command line execute the following command:
./hppp-hp-ux-x y z-ia64 -install

il

Verity that the device communication is connected, and then enter Y to proceed with the installation.

4.  Press Enter to use the default installation path or enter the new installation path, and then press Enter.

Enter Y to confirm the install directory.

5.  After the installation is complete, launch a supported browser. The browser window appears.
6. Inthe URL field, enter:

http://<ipaddress>:4679 (for a standard connection)

.Or.

https://<ipaddress>:4680 (for a secure connection)
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where <ip address> is the IP address of the server hosting HPPP. The End User License Agreement

screen appears.
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7. log into HPPP using the default credentials admin/admin.

The HP Power Protector Configuration screen appears.

8.  Select the HPPP component that you are installing on this server, and then click Save.

HP Power Protector Configuration

The HP Power Prokector sofftware can be configured as either an
Administrator or a Client,

(@) Adrniniskrakar — The administrakar monikors the UPS status and nokifies
clients of power related events, This server communicates directly with the
PS wia a 136 [Serial connection,

(73 Clienk - The client gracefully shuts down protected servers in the event
af a power Failure, This server communicates with an HP Power Proteckor
"Adrminiskraktor” or an HP UPS Rebwork module via a nebwork connection,

Save
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Installing HPPP remotely using the SAM method

NOTE: Before installing the software, be sure that the serial cable connecting the UPS to the

server is properly installed.

To install HPPP remotely using the SAM method:

1.
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From a remote machine, enter sam at the command line prompt.

Click Software Management.

Click Install Software to Local Host.

Change the Source Depot Path to a fully qualified path and depot name.
Select the HP Power Protector you are about to install.

Select Actions>Install from the top menu, and click OK and Done.

Click OK to analyze the depot file.

Click OK to install the depot file.

Click Done to complete the installation and continue with the configuration process.

Atter the installation is complete, launch a supported browser. The browser window appears.

In the URL field, enter:
http://<ipaddress>:4679 (for a standard connection)
-or-

https://<ipaddress>:4680 (for a secure connection)
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where <ip address> is the IP address of the server hosting HPPP. The End User License Agreement

screen appears.
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12. log into HPPP using the default credentials admin/admin.

The HP Power Protector Configuration screen appears.

13. Select the HPPP component that you are installing on this server, and then click Save.

HP Power Protector Configuration

The HP Power Prokector sofftware can be configured as either an
Administrator or a Client,

(@) Adrniniskrakar — The administrakar monikors the UPS status and nokifies
clients of power related events, This server communicates directly with the
PS wia a 136 [Serial connection,

(73 Clienk - The client gracefully shuts down protected servers in the event
af a power Failure, This server communicates with an HP Power Proteckor
"Adrminiskraktor” or an HP UPS Rebwork module via a nebwork connection,

Save
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Installing HPPP using the silent installation method on HP-UX
systems

NOTE: Before installing the software, be sure that the serial cable connecting the UPS to the
server is properly installed.

During a silent installation, install an HPPP Administrator or Client through the assisted installation method
that is appropriate for the operating system.

To install HPPP using the silent installation method:

1. Locate the generic HPPP package and from the command line, execute the following command:

./hppp-hp-ux-x_y z-ia64 -install -silent

2. After the installation is complete, launch a supported browser. The browser window appears.
3. In the URL field, enter:

http://<ipaddress>:4679 (for a standard connection)

.Or.

https://<ipaddress>:4680 (for a secure connection)
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where <ip address> is the IP address of the server hosting HPPP. The End User License Agreement

screen appears.
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4.  log into HPPP using the default credentials admin/admin.

The HP Power Protector Configuration screen appears.

5.  Select the HPPP component that you are installing on this server, and then click Save.

HP Power Protector Configuration

The HP Power Prokector sofftware can be configured as either an
Administrator or a Client,

(@) Adrniniskrakar — The administrakar monikors the UPS status and nokifies
clients of power related events, This server communicates directly with the
PS wia a 136 [Serial connection,

(73 Clienk - The client gracefully shuts down protected servers in the event
af a power Failure, This server communicates with an HP Power Proteckor
"Adrminiskraktor” or an HP UPS Rebwork module via a nebwork connection,

Save
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Uninstalling HPPP from HP-UX systems

To uninstall HPPP:

1.

WD

&
s
H
H
H

From the command line, execute the following command:
<HPPP install path>mc2 -uninstall

For example:

# /opt/HP/HP Power Protector/mc2 -uninstall
Enter Y to proceed with the uninstallation.

Enter Y to remove all files created by the application.

Enter Y to confirm removing Power Protector.

NOTE: Some files might remain following the uninstallation and can be removed manually.
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Access and navigation

Accessing the software

You can access the software:
e  Remotely through a web browser (on page 44)

e locally from the Start menu in Windows

Web browser

To access HPPP through a web browser:
1. Launch a supported browser. The browser window appears.

2. Inthe URL field, enter an IP address. Use the following examples, where hostname is the IP address or
the machine name of the computer on which HPPP is installed.

o http://hostname:4679
o https://hostname:4680

NOTE: If you are using a proxy server, you might need to add the server hosting the software to
the No Proxy list of servers in the Internet settings for your browser. Refer to the browser help for
more information about changing the configuration.

Start menu

To access HPPP from the Start menu, go to Start>Programs>HP>HP Power Protector.

On Windows and Linux when a graphic environment is available, the installer creates shortcuts in the system
applications menu.

Operating system Icon Description
Windows @ Open a web browser page on the HPPP web interface URL

Start HPPP service
Stop HPPP service
Uninstall HPPP

Linux @ Open a web browser page on the HPPP web interface URL

System tray icon

The system tray icon is only available when HPPP is installed on a Windows operating system. Right-click the
system tray icon to access a shortcut to the following HPPP functionality:

Access and navigation 44



e Open the notification window

e Open the web interface

e  Stop HPPP

e  Start HPPP

To view the status of HPPP through the system tray icon, do one of the following:

e Hover over the system tray icon on a computer with one of the software components installed.

e  Rightclick the software system tray icon on a computer with one of the software components installed to
display a context menu.

lcon Status

The power source is not configured.

The HPPP service stopped.

Power is present at the power source.

On Battery—The battery capacity is 100%.

On Battery—The battery capacity is 80%.

On Battery—The battery capacity is 60%.

On Battery—The battery capacity is 40%.

On Battery—The battery capacity is 20%.

A warning event occurred.

A critical event occurred.

ooFe=mee= o

Communication with the power source failed.

Notification window

When a power source is configured, the HP Power Protector Notifications window appears with the
following information:

e Name of the power source

e  Power source status—On utility or On battery
e  Battery capacity

e Battery run time

e  Status icon

e  Messages—The previous ten events that occurred on the power source separated into four columns:
o Event status icon
o Identifier of the power source
o Date of the event

o Description of the event

NOTE: On a Linux operating system, the Messages list is not limited to ten events, and can be
sorted.

For more information about status icons, see "Access by Start menu ("Start menu" on page 44)."
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When in redundant configuration, no power source information appears; only the Messages list appears.

1'5,!? HP Power Protector Motifications ) ] ;IEIEI

Marme HP RA500 G3 UPS 1500

Powver Source On utility [b
Battery capacity 92 "%

Biattery run time Gh42min51 =

Mes=zages

[b HP R1500 G3 UPS 15 04026M1-4:58:51 pm The system iz powered by the utility
|E} HP R1500 G353 UPS 15 04026011 -4:58:36 pm Shutdaowen in 5 min 00 =
[E} HP R1500 G3 UPS 15 04026M1-4:58:33 pm The system iz powered by the UPS battery

Browser security alert

NOTE: The information in this section is only applicable if SSL is chosen during software
configuration.

Secure browsing requires the use of SSL. SSLis a protocol layer that lies between HTTP and TCP that provides
secure communication between a server and a client and is designed to provide privacy and message
integrity. SSL is commonly used in web-based transactions to authenticate the web server, which indisputably
identifies the server to the browser. SSL also provides an encrypted channel of communication between the
server and the browser. The encrypted channel ensures integrity of the data between the web server and the
browser, so that data can neither be viewed nor modified while in transit. HPPP uses a system generated and
unique key.

An integral part of SSLis a security certificate, which identifies the device. If your browser displays a security
alert when browsing to the device, it can be for one of several reasons:

e  The certificate is untrusted, meaning it was signed by a certifying authority that is unknown to your
browser.

e  The certificate has expired or is not yet valid. This condition can occur if you issue your own certificate
and it has expired.

e  The name on the certificate does not match the name of the site in the browser address field.

For more information about security considerations, see "Security considerations overview (on page 98)."

Establishing a secure session for Internet Explorer

The first time you browse to the device, the Secure Session screen appears. To ensure a secure connection,
verify that you are browsing to the desired device:

1. Click View Certificate.
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2. Verify that the name in the Issued To field is the name of your device.

3. Perform any other steps necessary to verify the identity of the device.

/\  CAUTION: If you are not sure this is the desired device, do not proceed. Importing a certificate
from an unauthorized source relays your login credentials to that unauthorized source. Exit the
certificate window and contact the system administrator.

Atter verifying the device, do one of the following:
e Import the certificate and proceed.
a. Click View Certificate. The certificate appears.
b. Click Install Certificate. The Certificate Import wizard runs.
c. Click Next. The Certificate Store screen appears.
d. Select Automatically select the certificate store based on the type of certificate, and then click Next.

e. Click Finish. A message appears, asking for verification of the root store.
f.  Click Yes.

e Proceed without importing the certificate by clicking Yes at the Security Alert window. You continue to
receive the Security Alert each time you log in until you import the certificate. Your data is still encrypted.

e  Exit and import the certificate into your browser from a file provided by the administrator.
a. Click No at the Security Alert window.

b. Obtain an exported certificate file from the administrator.

NOTE: If using Internet Explorer, you can manually import the file into the browser by clicking
Tools>Internet Options>Content>Certificates>Import.

Establishing a secure session for Mozilla
The first time you browse to the device, the Secure Session screen appears. To ensure a secure connection,
verify that you are browsing to the desired device:
1. Click Examine Certificate.
2. Verify that the name in the Issued To field is the name or IP address of your device.
3. Perform any other steps necessary to verify the identity of the device.
4.  After verifying the device, do one of the following:

a. Click either Accept this certificate permanently or Accept this certificate temporarily for this session.
b. Click OK.

NOTE: If using Mozilla, you can manually import the file into the browser by clicking
Edit>Preferences>Privacy & Security>Certificates>Manage Certificates>Authorities>Import.

Establishing a secure session for Firefox

The first time you browse to the device, the Secure Session screen appears. To ensure a secure connection,
verify that you are browsing to the desired device:
1. Click Examine Certificate.

2. Verify that the name in the Issued To field is the name or IP address of your device.
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3. Perform any other steps necessary to verify the identity of the device.

4.  After veritying the device, do one of the following:
a. Click either Accept this certificate permanently or Accept this certificate temporarily for this session.
b. Click OK.

NOTE: If using Firefox, you can manually import the file into the browser by clicking
Edit>Preferences>Advanced>Security>View Certificates>Authorities>Import.

Signing in
Before using this software, log in with a user name and password. The first time you log in, enter admin as

the user name, and enter admin as the password. Click Login to log in. After you are logged in, you can
change your password. For more information, see "User Accounts screen (on page 68)."

NOTE: Passwords are case-sensitive.

& HP Power Protector - Administrator

Login:

Passerced:

After a successful login, the Power Source screen appears.

A quick scan discovers all available power sources. For an Administrator, all USB or serially connected UPSs
are discovered. For a Client, all HPPP Administrators and UPS Network Modules accessible through the
network are discovered.

Navigating the interface

The web interface is divided into two frames:
e  Menu tree—Contains a list of menu options on the left side of the screen

®  Main frame—Contains the various interface screens based on the menu option selected in the left
navigation frame

Click Help to view online help.
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NOTE: The number of active alarms by severity appears in the lower-left corner.
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Configuration and operation

Settings
Menu options listed under Settings include:
e Device Discovery ("Device Discovery screen" on page 50)
e  Event Actions ("Event Actions screen" on page 54)
e  Shutdown Parameters ("Shutdown Parameters screen" on page 59)
e System ("System screen" on page 66)

e  User Accounts ("User Accounts screen" on page 68)

Device Discovery screen

Click Device Discovery in the menu tree to display the Device Discovery screen. This screen allows an
administrator to discover attached UPSs and UPS Network Modules or HPPP Administrators, edit the UPS or
application information, remove a discovered UPS or application, and configure the power source and
redundancy.

Device discovery is used by both HPPP Administrators and HPPP Clients. HPPP Administrators can discover
serial and USB connected UPSs. HPPP Clients can discover HPPP Administrators and UPS Network Modules.

@& HP Power Probecior - Adminisirator
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Click a column header to sort the Node List. To customize the columns, select Columns, and then select the
checkboxes that correspond to the data you want to include. Available column options include:

e  Type—An icon indicating the node type
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Status—An icon indicating the current status of the communication between the Administrator and the

Client ( o Normal or Q Communication Loss)
IP address—The IP address of the node

MAC address—The MAC address of the node
Description— A description of the node

Serial number—The serial number of the node

Class—The device type, for example, RS-232 device, USB device, HP Power Protector, or UPS Network
Module

OS type—The node operating system

Location—The node location

Contact—The contact person for the node

User type—A user-defined value that can be used to sort devices throughout the web interface

The user type can be specified by editing a device.

User note—A user-defined message that can be used to sort devices

Access—The status of the HPPP Client’s login credentials to the HPPP Administrator (must be an
administrator level user name and password)

Link—A link to the web interface for the agent ( ®  HTTP Connection, ® HTTPS Connection, or Q
Communication Loss)

Load alarm threshold—A user specified threshold value that, if exceeded, triggers an event

On the Device Discovery screen:

1.

Discover USB- and serially-connected UPSs using the HPPP Administrator. To manually discover USB
and serial devices that are connected after the application is launched, click Quick scan.

Discover network-connected HPPP Administrators and UPS Network Modules using the HPPP Client. To
manually discover devices:
o Click Quick scan to discover HPPP Administrators and UPS Network Modules that are connected
after the application is launched.
o Click Range scan to discover HPPP Administrators and UPS Network Modules that are outside the
network segment. The Range scan screen appears.
Range scan x
O Addrange ©
From « To Password
18.82.131.10 16.62.121.50
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To add a new range, click Add range. A column is added, and you can select the From and To cells
to enter the starting and ending IP addresses in the range. A password is not required for this release
of HP Power Protector.

Select the checkbox for the range you want to scan, or select the checkbox in the heading row to
select all ranges, and then Click Scan.

o Click Address(es) scan to scan for a specific IP address. The Address(es) scan screen appears.

Address{es) scan b
Addrass: 16.83.131.42
Password

[ sen J[ concer ]

Enter the IP address in the Address field. A password is not required for this release of HP Power
Protector.

Click Scan.
3.  Edit the discovered devices.

a. Double-click the device you want to edit, or select the device, and then click Edit node information.
The Edit node information screen appears.

Edit node information X
Hanne: 16.83.131.102
User Type: &3 Nane bt
User Note: -
Load alarm threshold: o

[ Lave ][ Cancel |

b. Enter the device name in the Name field.

c. Select the user type from the User Type pull-down menu. To add a new user type, click the + icon.
The user type is a defined value that can be used to sort discovered devices. A User type column is
also available on the Notified Applications screen (on page 86).

d. Add a message in the User Note field. A User note column is also available on the Notified
Applications screen (on page 86).

e. Select a percentage value from the Load alarm threshold pull-down menu. When the device load
reaches the value you selected, an alarm is sent.

f. Click Save.
4.  Select a device, and then click Set node access parameters to set the device access parameters.

Configure the power source. After the power source is selected, it will not change unless you modify the
configuration. If you are setfting up a redundant configuration, define two power sources. Redundant
power sources must be the same UPS model and have identical power capabilities. Redundancy is only
supported for UPS Network Modules.

a. Select a device that powers the server hosting the Shutdown Module, and then click Configure
power source. The Powersource Configuration screen appears.
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Powersource Configuration screen for HPPP Administrators

Powersource Configuration *
Source
Source 10: CHBG310776
Load segment: Load segment #1 b

[oseve [ concel |

Powersource Configuration screen for HPPP Clients

Powersource Configuration X
Source
Source ID:: 16.83.130.236
Load segment: Load segment #1 N\
Login:
Password:

[ Is this machine protected by redundancy?

[ Save ][ Cancel ]

b. The Source ID field displays the UPS currently selected as the power source. All the UPSs detected
locally or over the network appear in the pull-down menu. Select a different device to change the
power source.

c. Select the load segment that powers the server hosting the Shutdown Module from the Load segment
pull-down menu.

d. If the power source is a UPS Network Module or an HPPP Administrator, enter the login name in the
Login field. HP Power Protector accesses the UPS Network Module to set values, such as the
shutdown duration.

e. If the power source is a UPS Network Module or an HPPP Administrator, enter the login password
in the Password field. HP Power Protector accesses the UPS Network Module to set values, such as
the shutdown duration.

f.  If the power source is a UPS Network Module and is part of a redundant UPS configuration, select
the Is this machine protected by redundancy? check box. The screen expands and provides options
for selecting and configuring the second (redundant) UPS power source.

g. Click Save.

6. If you need to delete a device, select the device you want to delete, and then press Delete or click
Remove node.

Click Help to view online help.
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Event Actions screen

Click Event Actions in the menu tree to display the Event Actions screen. This screen allows an administrator
to configure the way users are notified when UPS and application events occur.
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To add an event action:

1. Click Create new action. The Create new action screen appears. Fields marked with an asterisk must be
completed.

| Create new action
Action enabled™: C
Action name™:
Event criticalitias™: ﬁ m u a
Event categories™: 8 All events

From power source™;: Al b

Action type™: sehact

[oswe ][ concd |

2. Select or clear the Action enabled checkbox to enable or disable the action.

Enter a name for the action in the Action name field.

Filter the events that will trigger the action by selecting the checkboxes for the appropriate event

severities. If you configure the action to only filter critical events, notification of normal events associated
with the resolution of the critical events will not be sent.

5. Filter the events that will trigger the action by adding categories to the Event categories field:
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a. Click the pen icon to display the Edit event categories screen.

Edit event categories ®

| Al events

[seve J[ conce |

b. Select the checkboxes for the categories you want to include, and then click Save.

6.  Select the power source from the From power source pull-down menu. This setting is used in redundant
configurations to activate actions on Power Source 1, Power Source 2, and Power Source 1 and 2.

7. Select the type of action from the Action type pull-down menu. Depending on the option you select,
additional parameters appear.

o Notification—Includes a notification of the event in the system tray.
No additional parameters are required.

o Command—Executes a script.

Settings

Command™: § C:\script\stop_services.bat

[sove ][ concs ]

Enter the command in the Command field. Click the pen icon to display the Edit command screen for
help customizing your command. Click the + icon to insert a variable.

Edit command X
Select a field in the list below to custom your action message:

o message - Message bnk to the event,
@ npodedame - Hode name.
© hostliame - ‘Power Protector’ host name.
& date - Date in ‘yyyy-mm-dd HH:MM:ss" format,
© idate - Date in local format.,

Command

C:\script\stop_services bat

[Csave ][ cancel ]

To execute a program for UPS events, the program path is required. The program is executed under
the SYSTEM account. It might be necessary to modify the context before certain actions can be run.
The full path must be provided to execute a script.
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To allow a user to run specific tools and programs with permissions that are different from those
assigned to the user account, use the Windows Runas command, which allows you to save the
password (Windows XP SP2 and later versions). Use the following Microsoft command:

runas /profile /user:<my login> /savecred <my program.exe>
Upon the first execution, a password is required. The password is saved for subsequent executions.

For Linux, the HP Power Protector process runs under root privilege, and SUDO is not needed to
execute a program or shell script.

Email—Sends an email notification.

The email messages sent by HPPP are compatible with mobile transfer telephone systems using the
SMS standard for text messaging. Send text messages using the following syntax:
cellphone-number@sSMS-Gateway

The required format may vary, depending on the cellular service provider. Contact your cellular
service provider for Mail to SMS gateway settings.

Seltings
SMTP server™
Login:
Password:
Recipient™:
Sander:
Subject: ¢

Message: &

Notification intenal®™: | Hone 5

— SMTP server—The host name or IP address of the SMTP server used to transfer email messages.
— Login—The user name for SMTP server authentication.
— Password—The password for SMTP server authentication.
— Recipient—The email address of the recipient.
You can specify multiple recipients by separating the addresses with a comma.
— Sender—The address for the source of email messages.

— Subject—The text included in the email message subject lines.
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The subject can be customized with predefined variables. Click the pen icon to display the Edit
subject screen for help customizing the subject. Click the + icon to insert a variable.

Edit subject *
Select a field in the list below to custom your action message:
4] message - Message Iink to the event.
© nodeName - Node name.
© hostMame - 'Power Protector’ host name.
© date - Date in wyy-mme-dd HE:MM:ss' format.
© idate - Date in local format.

Subject
{nodeName} Alarmd
[ Save ” Cancel ]
— Message—Identifies the event generating the message.
The body of the email can be customized with predefined variables. Click the pen icon to
display the Edit message screen for help customizing the message. Click the + icon to insert a
variable.
Edit meszage »

Select a field in the list below to custom your action message:

o message - Message Ink to the event.

Q nodeName - Node name.

© hostMame - ‘Power Protector’ host name.

© date -Date in "wywy-mim-dd HH:MM:55" farrmat.
© idate - Date i local format,

Message

Al from {nodeMame): {date} - {message)

[Losave [ concel |

— Notification interval—Allows you to consolidate email notifications, which are only received
after a specified period of time.

Available options are None, Every 10 seconds, Every minute, Every hour, and Every day. For
example, if you select Every day, you receive one email per day that details all the events that

occurred over the last 24 hours. If you select None, each event generates an email, and you will
receive more messages for the same number of events.

Click Save.
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To copy a configured action:

1. Select the action, and then click Copy selected action. The Copy this action screen appears.

Copy this action ]

Action name:

[_seve J[ coel |

2.  Enter a name for the action in the Action name field.
3. Click Save.

To edit a configured action:

1.  Double<click the action, or select the action, and then click Edit selected action. The Edit action screen
appears.

Edit action e *
Action enabled™:
Action name™: Email on shutdown events
Event criticalities™: ik ] 7® L) @

Event categories™: &  Alarms

From power source™: Al b
Action type™: Email -
Settings
SMTP server™: S Server.com
Login: admin
Password: sesne
Recipient™: sysadmin @server,com
Sender:
Suhj-zct:,? HP Power Pmtecrﬂrl Alrms
Message: & Alarm from {nodeName}: {idate} - {message}
Motification interval®™; | Every minute e

sae ][ come ]

2. Modify the information as necessary.
3. Click Save.

To test a configured action, select the action, and then click Test selected action. The selected action is
performed, allowing you to test the behavior.

To remove a configured action, select the action, and then click Remove selected action.

Click Help to view online help.
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Shutdown Parameters screen

Click Shutdown Parameters in the menu tree to display the Shutdown Parameters screen. This screen is
available to both HPPP Administrators and Clients and allows an administrator to configure how HP Power
Protector should shut down and restart the UPS and attached devices in the event of a power failure.
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Verify the Power source configuration information provided. The power source must be configured before

shutdown parameters can be configured. To configure the power source, see "Device Discovery screen (on
page 50)".

To enter shutdown parameters:

1. Double-click the Shutdown Configuration entry, or click Edit shutdown configuration. The Edit shutdown
configuration screen appears.

Edit shutdown configuration X
Shutdown inkiated after 3DEI-|
(sec):
0S shutdown time (sec): | 120
Shutdown type: Shutdown »

Shutdown script:

[#] Load segment shutoff enabled

[ save || canca |

2. In the Shutdown initiated after (sec) field, enter the number of seconds that should elapse from the time
of a utility power failure until the UPS shutdown sequence is initiated. Record the longest time of all HPPP
Clients for a UPS configuration. Configure a Shutdown initiated after time that is equal to or greater
than the longest HPPP Client time in the HPPP Administrator.
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7.

In the OS shutdown time (sec) field, enter the shutdown delay needed to properly shut down the server.
The UPS Network Module compares this time for all configured HPPP Clients and uses the longest time
for OS shutdown time in the UPS Network Module Shutdown Parameters screen.

Select one of the following options from the Shutdown type pull-down menu:

o Hibernate—This option ensures that if the system is shut down, all work in progress and system
information is automatically saved to the disk. The computer itself is de-energized. When utility
power returns, all applications reopen exactly as they were, and the user placed back into their
work environment.

The hibernate function, if available with your operating system, must be activated in the operating
system. Select Start > Control Panel > Power Options and verify that the Hibernate option is
activated on the Hibernate tab. If you select the Hibernate option and your computer does not
support this function, HP Power Protector will perform a normal (default) shutdown.

o Shutdown—This option shuts down your applications and the system, but it does not de-energize the
computer. The system offers the user the choice to de-energize the computer, in which case the UPS
cuts power. On most computers, this configuration is necessary if you want the server to restart as
soon as utility power is restored.

o Shutoff—This option shuts down your applications and the system, and de-energizes the computer.
This configuration is recommended if you want to be available when the system restarts (or for load

shedding).

o Script—This option manages the shutdown using a custom script that you can create to customize
your own shutdown sequence. You can integrate the standard Windows shutdown command. For
more information, run the shutdown /? command in a Windows Command Line interpreter. An
example script is located in the following folder:

<installation path>\configs\scripts
In the Shutdown script field, enter the absolute path of the script.

Select the Load segment shutoff enabled checkbox to. This checkbox is available for HPPP
Administrators, as well as HPPP Clients that are connected to an HPPP Administrator.

Click Save.

To configure advanced shutdown criteria:

1.

Click Edit advanced shutdown criteria. The Edit advanced shutdown criteria screen appears.

Edit advanced shutdown criteria X

Standard Shutdown Conditions
| UPS internal failure
| UPS overload
] Output on bypass

| Communication Failure

[ Save H Cancel J

The HPPP software automatically uses the shutdown configuration parameters to gracefully shutdown
the device for the following events:

o Remaining battery capacity below limit

o Remaining battery runtime below limit
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o Utility power failed and the shutdown timer expired
o UPS shutdown is imminent
Configure additional shutdown options in step 2.

2. Select the checkboxes as necessary:

o UPS internal failure—A shutdown sequence is initiated at the first occurrence of a UPS Internal
Failure alarm on at least one power source.

o UPS overload—A shutdown sequence is initiated at the first occurrence of a UPS Overload alarm on
at least one power source.

o Output on bypass—A shutdown sequence is initiated at the first occurrence of a UPS On Bypass
alarm on at least one power source.

o Communication Failure—A shutdown sequence is initiated at the first occurrence of a
communication lost alarm.

3. Click Save.

To configure UPS settings (HPPP Administrators only):
1. Click Edit UPS Configuration. The Edit UPS Configuration screen appears.

UPS Configuration x
Shukdown if battery capadity under (3%e):

Restart if capacity encesds (%)

Load sagrment #1 restart delay (5):

Load sagrment £2 restart delay (5):

[ save || cocel |

2. In the Shutdown if remaining capacity under (%) field, enter the minimum amount of battery life that can
remain before the UPS shutdown sequence starts (0 to 100%, 20% by default).

3. Inthe Restart if capacity exceeds (%) field, enter the percentage of battery charge that must be available

before restarting the UPS after AC power is restored (0 to 100%, 0% by default).

4. Inthe Load segment #1 restart delay (sec) field, enter the number of seconds after the UPS restarts that
the UPS should wait before restarting load segment #1 (from 0 to 99999 seconds, 30 seconds by
detfault).

5. In the load segment #2 restart delay (sec) field, enter the number of seconds after the UPS restarts that
the UPS should wait before restarting load segment #2 (from 0 to 99999 seconds, 30 seconds by
default).

iy  IMPORTANT: Carefully plan the restart seftings configuration. You might experience an
additional delay before servers power up, even though utility power is restored.

Click Help to view online help.

Configuring the shutdown parameters

Follow these shutdown principles when configuring the shutdown parameters:

e The Shutdown initiated after value entered for the HPPP Administrator must be equal to or greater than
the HPPP Client configured with the greatest Shutdown initiated after value. Otherwise, the Client starts
to shut down at the same time as the HPPP Administrator.
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Upon reset, the value defaults to the maximum value of 99999 seconds.

e The Operating system shutdown time value entered for the HPPP Administrator must be equal to or
greater than the HPPP Client configured with the greatest operating system shutdown time.

o After the operating system shutdown begins, the shutdown process cannot be canceled, even if utility
power is restored.

e  Forload shedding, each Client shuts down based on the delay settings for that Client. This increases the
backup time for the remaining Clients.

e The UPS powers down affer all load segments power down.

e Ifany other condition happens during the initiated shutdown, such as the battery capacity is under limit,
the HPPP Administrator sends a shutdown command to all Clients to start the shutdown process earlier.

The following example shows the shutdown parameters for a UPS with two load segments, one connected
server that has HPPP Administrator installed, and three connected servers that have HPPP Clients installed on

each server.

00000000

(1] 2]

t

—
:ﬁ_

Description

Utility failure

Utility restore

Utility

Client 1 on load segment 1

Client 2 on load segment 1

Load segment 1

Client 3 on load segment 2

Administrator on load segment 2

Load segment 2

UPS

On utility

On battery (Shutdown initiated after)

— |0 |0 (N0~ N|—|=F

Operating system shutdown time
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ltem

Description

t1

Utility failure—UPS is on battery and all servers are powered as
usual

12

Shutdown process initiated—Shutdown scripts run,
applications close, and then the operating system shuts down

t3

All servers power down completely, load segments power
down, and then the UPS powers down

t4

Utility restore

t5, t6, t7

The UPS, load segment 1, and load segment 2 power up

When the utility power is lost, the example UPS behaves as follows:

1.

3.

On load segment 1:

a.

The HPPP Client 1 waits until 12 to start the operating system shutdown time. The server powers down
before 13.

The HPPP Client 2 waits until 12 to start the operating system shutdown time. The server powers down
before 13.

The HPPP Administrator waits until 12 to send shutdown commands to load segment 1 and all of the
Clients that are attached to load segment 1. Load segment 1 powers down at 3.

On load segment 2:

a.

The HPPP Client 3 waits until 12 to start the operating system shutdown time. The server powers down
before 13.

The HPPP Administrator waits until 12 to start the operating system shutdown time, and then the
administrator sends shutdown commands to load segment 2 and all of the Clients that are attached
to load segment 2. The server powers down before 13, and load segment 2 powers down at 13.

The UPS powers down at 13 because both load segments power down at t3.

When the utility power is restored, the example UPS behaves as follows:

1.
2.
3.

t5—If the Battery Capacity Exceeds condition exists, the UPS powers up.

t6 and t7—If the Switch On After condition exists, the load segment powers up.

If Automatic Power ON is enabled in the BIOS setup of the Client server, the server powers up as soon
as power is detected.

Scheduled Shutdown screen

Click Scheduled Shutdown in the menu tree to display the Scheduled Shutdown screen. While configuring
scheduled shutdowns, be sure to adhere to the following rules:

The Restart Date/Time must be after the Shutdown Date/Time. If an Every Day shutdown frequency is
selected, the Restart Date/Time can be the day after the Shutdown Date/Time, but must be before the
next scheduled shutdown.
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®  When scheduling Daily and Weekly shutdown times, verify that the Shutdown Date/Time or the Restart
Date/Time do not overlap.
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To configure scheduled shutdowns (HPPP Administrators only):

1.  Choose to add, edit, or delete a scheduled shutdown:
(o]

Click Add New Scheduled Shutdown to add a new scheduled shutdown. The Add New Scheduled
Shutdown screen appears.

Add New Scheduled Shutdown

*
Status | Perodicity

Status: Enabled %

Frequency: One Time b

Shutdown / Restart Date and Time

Shutdown: 12/27f12 3 [yy/mmfdd] 01/¥ | : 01 [HH:MM]

Restart: 12/28/12 (3| [yy/mm/dd] 23\v 1 60 v | [HH:MM]

[ save J| Concd |

[e]

Select a scheduled shutdown that you want to configure, and then click Edit Scheduled Shutdown to
edit a scheduled shutdown. The Edit Scheduled Shutdown screen appears.

o Select a scheduled shutdown that you want to remove, and then click Delete Scheduled Shutdown.
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2. In the Status field, select Enabled to activate the scheduled shutdown or Disabled to disable the
scheduled shutdown.

3. Inthe Frequency field, select One Time, Every Day, or Every Week to set the occurrence of the
scheduled shutdown.

4. In the Shutdown field:
a. Choose a date from the calendar for the scheduled shutdown to begin.
b. Select the hour for the scheduled shutdown to begin.
c. Select the minute for the scheduled shutdown to begin.
5. In the Restart field:
a. Choose a date from the calendar for the scheduled shutdown to restart.

If an Every Day shutdown periodicity is selected, the Restart Date and the Shutdown Date must be
the same day, or the day after if the Restart Time is inferior to the Shutdown Time. The calendar
selections are restricted accordingly.

b. Select the hour for the scheduled shutdown to restart.
c. Select the minute for the scheduled shutdown to restart.

6. Click Save. A warning message appears if scheduled shutdowns conflict, or if there is more than seven
days between shutdown and restart of an Every Week periodicity.

Or, click Cancel to go back to the previous screen.

Click Help to view online help.
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System screen

Click System in the menu tree to display the System screen. This screen contains links to the license
information and the HP website. An administrator can enter system contact information and configure
language and automatic scan settings.
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To view the license information, click About HP Power Protector.
To go to the HP website, click the website link.
To enter system contact information:

1. Doubleclick the System box, or click Edit system information. The Edit system information screen
appears.

Edit system information ¥

Contact;

Location:

[ Save ” Cancel ]

2.  Enter the name of the contact person in the Contact field.

3. Enter the location of the contact person in the Location field.
4.  Click Save.
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To select the system language:
1. Doubleclick the Language settings box, or click Edit language. The Edit language screen appears.
Edit language »

Language: [en] Englsh e

[save [ concel |

2. Select the system display language from the Language pull-down menu.
3. Click Save.
To configure periodic scans for new devices:
1. Double-click the Scan settings box, or click Edit scan settings. The Edit scan settings screen appears.
Edit scan settings screen for HPPP Administrators
Edit scan settings %

Autormatic scan: L

[ Save H Cancel J

Edit scan settings screen for HPPP Clients

Edit scan settings o

Defaul SHMP community name:

“i]

Autormatic scan:

[ save ][ concel |

2. If you are configuring an HPPP Client, enter the default SNMP community name. The default value is
public.

3. Select the Automatic scan checkbox to enable automatic quick scans.
.Or.
Clear the Automatic scan checkbox to disable automatic quick scans.

4. Click Save.

Click Help to view online help.
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User Accounts screen

Click User Accounts in the menu tree to display the User Accounts screen. This screen allows an administrator
to add, edit, or remove user accounts.

@ HP Power Protector - Administrator

Soue {Frwereg a A st 0 A i LBAT BB

HP Power Protector contains a default Administrator profile:

e  User name—admin

e Password—admin

HP recommends that you change the default profile settings immediately after installation.

Create user accounts for each HPPP Administrator and Client. The HPPP Administrator is the instance of HP
Power Protector that is directly connected to the UPS.

Users receive different privileges depending on the type of account you assign:

e  User—A user can only view monitoring information and cannot configure settings to the system, UPSs,
or applications.

e Admin—An admin has full access to all the screens and features and can configure settings to the
system, UPSs, and applications.
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There is no limit on the number of user accounts you can create. To create a user account:

1. Click Add user. The Add user screen appears.

Add user *
Login:
Password:
Confirm password:

Profie; w

Enter the user name in the Login field.

Enter the password in the Password field.

Re-enter the password in the Confirm password field.

Select the user type from the Profile pull-down menu (user or admin).
Click Save.

AN O

To edit a user account:

1. Double<click the user account you want to edit, or select the user account, and then click Edit user. The
Edit user screen appears.

Edit user x
Login:
Password:
Confirm password:

Profile: Adrrin -

[_save J[ concd |

2. Enter the password in the Password field.

3. Reenter the password in the Confirm password field.

4.  Select the user type from the Profile pull-down menu (user or admin).
5. Click Save.

To remove a user account, select the user account you want to remove, and then click Remove user.

Click Help to view online help.

Views

Menu options listed under Views include:
e  Power Source ("Power Source screen" on page 70)

e Notified Applications ("Notified Applications screen" on page 86)
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Power Source screen

Click Power Source in the menu tree to display the Power Source screen. This screen allows you to monitor
status information and data collected from the UPS that powers the server running HP Power Protector. The
information refreshes every 10 seconds.

If redundant UPSs are configured, a Power Source screen is available for each UPS. To configure a
redundant UPS, see "Device Discovery screen (on page 50)."
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Six information boxes are available:
e Information and Status panel (on page 71)
e UPS Data panel (on page 74)
e  Graph panel (on page 74)
e  Power Scope panel (on page 75)
e  Events panel (on page 78)
e  Statistics panel (on page 79)
You can drag and drop the panels to appear in any order on the screen. Click the '*' icon to expand a

panel, or click the icon to collapse a panel.
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To customize which panels are displayed:

1. Clickthe @/ icon in the top, right corner (underneath the Logout button). The Select panels screen
appears.

Select panels £

[¥] Information and Status
v| UPS Data

J| Graph

¥ Power scope
¥| Events

[¥] Statistics

[_save J[ concel ]

2. Select the checkbox for each panel you want to display.
3. Click Save.

Click Help to view online help.

Information and Status panel

This panel displays the overall status of the UPS. The UPS information displayed in this panel depends on the
model of the UPS and the configuration of either an HPPP Administrator or Client. The status information
refreshes every 10 seconds.

HPPP Administrator

Information and Status -

& HP R1500 G3 UPS 1500

Description HP R1300 G3 UPS 1500

Firmware version 8386

_ Nominal apparent power 1500 VA
Serial number 457

Class USE device

Battery state @ Charging
Power Source ﬂ On wiiity
Load level OO o=
Battery capacity ERIEER] 25 %
Battery run time 6h42mn51 s
Load segment #1 @ on
Load segment #2 a On

UPS information includes:

e  UPS status icon—The current UPS status
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Status icon Description

@ Normal operation

Alarm present
@ Click the icon to display the UPS alarms.
@ UPS communication loss

e  Description—The name of the UPS

e  Firmware version—The UPS firmware version

*  Nominal apparent power—The UPS nominal apparent power (in VA or KVA)

e  Serial number—The UPS serial number

e  Class—The communication protocol, for example, RS-232 device, USB device, or HPPP Administrator
e Link—A hyperlinked icon that directs you to the web interface for the HP UPS Network Module, if

installed, or the HPPP Administrator ( ® HTTP Connection, C HTTPS Connection, or o
Communication Loss)

e  Battery state—The current state of the UPS battery (Charging, Discharging, or Fault)
e  Power source—The current source of UPS power (AC Power or Battery Power)

* Load level—The current UPS output load level

e  Battery capacity—The remaining UPS battery capacity

e  Battery runtime—The remaining backup time available from the UPS battery

e  Entire UPS—The status of the UPS (E On, & Off, o Unknown, Internal Failure, On Automatic
Bypass, Manual Bypass, Overload)

® load segment—The load segment status (E On, L Off, or ) Unknown)

HPPP Client

Information and Status

@ HP R1500 G3 UPS 1500

Description HP R1500 G2 UPS 1500

Firrmarare wersion 8355

_ Norminal apparent pow er 1500 VA
Serial number 457

Class USE device

Dattery state @ Charging
Power Source ﬁ On wtility
Load level OIIIm o=
Battery capacily ORI @5 %
Battery run time 6h42mn51 s
Load SE;I'HEI'I[#: on
Load segment 2 B On

UPS information includes:

Configuration and operation 72



UPS status icon—The current UPS status

Status icon Description

Normal operation

Alarm present
Click the icon to display the UPS alarms.

UPS communication loss

Description—The name of the UPS
Firmware version—The UPS firmware version
Nominal apparent power—The UPS nominal apparent power (in VA or KVA)

IP address or DNS name—The IP address or DNS name of the UPS that powers the server running HP
Power Protector

This information is only available for HPPP Clients.

Serial number—The UPS serial number

Class—The device type, for example, RS-232 device, USB device, or HPPP Administrator
Link—A hyperlinked icon that directs you to the web interface for the HP UPS Network Module, if

installed, or the HPPP Administrator ( ®  HTTP Connection, C HTTPS Connection, or @
Communication Loss)

Battery state—The current state of the UPS battery (Charging, Discharging, or Fault)
Power source—The current source of UPS power (AC Power or Battery Power)

Load level—The current UPS output load level

Battery capacity—The remaining UPS battery capacity

Battery runtime—The remaining backup time available from the UPS battery

Entire UPS—The status of the UPS (B On, @ Off, o Unknown, Internal Failure, On Automatic
Bypass, Manual Bypass, Overload)

Load segment—The load segment status (E'3 On, L Off, or ) Unknown)
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UPS Data panel

This panel displays input and output power information for the UPS. The data refreshes every 10 seconds.

LIPS Data

Input

B0 Hz
120 %

Dutput
COutput frequency
Output volage 120V
Output currant 0.4 4
Global apparen power 49 V4
Glabal actiie poder 0 W,
Battery output voRage S4V

B0 Hz
BU RZ

The UPS information displayed in this panel varies depending on the UPS model. UPS data includes:
e Input

o Input frequency—The UPS input frequency

o Input voltage—The UPS input voltage
e Output

o Output frequency—The UPS output frequency

o Output voltage—The UPS output voltage

o Output current—The UPS output current

o Apparent power—The total UPS apparent power

o Active power—The total UPS active power

o Battery output voltage—The UPS battery output voltage

For a 3 phase UPS, data is displayed by phase. Hover your mouse over a 3 phase UPS data point for more
information about the value.

Graph panel
This panel displays a graphical representation of UPS data.
Graph - 12 hours =
10/04/10 - 120212 am ¥ 10/04/10 - 12:02: 12 pen

Hover your mouse over a data point to view the values of the graphed data.

Click the = icon to zoom in to graph.
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Up to six types of data can be plotted on the graph. To select the data you want to graph:

1. Clickthe ** icon. The Graph Settings screen appears.

Graph Settings ¥

UPS Data
Battery: V] Battery capacity [¥] Battery run time
| Battery output voltage [l Battery temperature
Output: | Qutput voltage || Output current
| Qutput frequency (| Power
¥ Load level
Input: | Input voltage [C] Input current

| Input frequency

Bypass: | Bypass voltage [ Bypass current
| Bypass frequency
Qutlet: Power
Time Scale
2 hours W
[ Bave | cance |

2. Select up to six check boxes that correspond to the data you want to graph.

3. Selectthe amount of time the graph should reflect in the Time Scale pull-down menu. For example, if you
select 12 hours, the graph shows 12 hours worth of collected data.

4.  Click Save. The selected time scale displays at the top of the graph. The date and time of the oldest
plotted data values displays in the bottom-left corner. The date and time of the most recent plotted data
values displays in the bottom-right corner.

5. Click the date and time values in the bottom left and right corners to shift the displayed time windows
back or forward.

Power Scope panel

This panel displays the UPS electrical topology (Online UPS, Offline UPS, or Line Interactive UPS) and an
animated graphical representation of the UPS operating mode, which shows the main UPS components and
the electrical flow powering the load.

Hover your mouse over a diagram element to display UPS data details. UPS data is available for Normal
mode, Battery mode, and Bypass mode. The available UPS data depends on the UPS range.
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If communication with the UPS is lost, the diagram appears gray. Diagrams do not display for line-interactive
UPSs.

Power scope -
Line Imteractve LIPS

B é@ E:ﬂ‘LF‘S

Load segment =1

Load segment 22

The following table describes the possible diagrams.

Diagram UPS operating
mode

UPS with automatic
bypass

UPS without

; i i automatic bypass

The following table describes the possible diagram elements.

Diagram element Description

AC Normal Input

b. Green—In tolerance

b. Gray—Out of tolerance

AC Normal Flow

— Yellow—AC to DC converter powered by
normal AC

— Gray—AC to DC converter not powered by
normal AC

AC to DC Converter

Green—Powered
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Diagram element

Description

N

Gray—Not powered

Red—Internal failure

o

S

@
=

Green—Remaining capacity > 50%

Orange—Remaining capacity < 50%

ooo

Red—Battery to be checked (battery test
result)

Battery Output Flow

— Yellow—AC to DC converter powered by
battery

— Gray—AC to DC converter not powered by

battery

DC to AC Converter Input Flow

Yellow—Energy flow present

Gray—No energy flow

m—
DC to AC Converter

Green—Powered

Gray—Not powered

SN

Red—Internal failure

»)

C to AC Converter Output

Yellow—Energy flow present

Gray—No energy flow

AC Bypass Input

P>

Green—In tolerance

P>

Red—Out of tolerance

AC Automatic Bypass Flow

Yellow—Energy flow present

Gray—No energy flow

AC Automatic Bypass Status

Green—Powered
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Diagram element

Description

Gray—Not powered

&%

Red—Internal failure

AC Output Flow

— Yellow—Energy flow present
—_ Gray—No energy flow

AC Output

P>

Green—Load protected

Red—Load not protected

B>

Events panel

This panel displays a list of UPS and application events.

Events

Status

@000 00

Date

05/11/11-5:44:48 am
05/11/11-5:44:48 am
05/11/11-5:44:48 am
05/11/11-5:44:48 am
05/11/11-5:44:19 am
05/11/11-5:44:18 am

05111 1-5:44:18 am

Me==age

The system is powered by the utility G
UPS input AC under voltage cleared

UPS input AC not present cleared

UPS input frequency out of range cl....
Shutdown in 5 min 00 s

UPS input frequency out of range

UPS input AC not present

Click the = icon to zoom in to the event list.

Click a column header to sort the event list, or select Columns to customize the information displayed in the
table. Available column options include:

e  Status—A status icon indicating the severity of the event ( o Normal, ® Warning, [+ Critical,

or % Communication Loss)

e  Date—The date the event occurred

®  Message—A description of the event

e  Events that are acknowledged do not appear in the Events panel. For more information, see "Events List

screen (on page 89)."
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Statistics panel

This panel displays a list of calculated statistics.

Statistics - 7 days Bll=
Statistics Value
Eztimated consumption 0.1 VAR
Average apparent power IVA
Power lost count 1
Cumulated power lost time 30

]

The UPS output iz off

05/05/11 - 12:00:00 am v 05/11/11 - 11:58:53 pm

Statistics are calculated over the specified time period for the following categories:

e  Estimated power consumption—The estimated amount of power consumed

e  Average apparent power—The average apparent power

e Power lost count—The number of utility power failures that have occurred

e  Cumulative power lost time—The total amount of time utility power has been out
e UPS overload—The number of times the UPS has detected an overload condition

To configure the range of time over which statistics are calculated:

1. Clickthe ¥ icon. The Days interval screen appears.

Days interval b4
Fromm: 09728/10 K|
To: 10/04/10 5

[ Save ]l Camcel I

2.  Enter the beginning date in the From field, or click the ? icon fo select the date from a calendar.

Enter the ending date in the To field, or click the ' icon to select the date from a calendar.

4.  Click Save. The configured interval displays at the top of the panel. The beginning date displays in the
bottom-left corner. The ending date displays in the bottom-right corner.

5. Click the time date and time values in the bottom left and right corners to shift the displayed time
windows back or forward, respectively.

To download a .csv file of the statistical data, click the & icon.

Reconfiguring an HPPP power source

If an HPPP Administrator power source needs to be changed, the following requirements must apply:
e The HPPP Administrator was previously configured to a power source.

e One or more HPPP Clients are currently connected to the HPPP Administrator.
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HPPP Administrator configured with power source 1

o Pewer Soerce Frtarmanon &G s P e
@ HP RTI000 G2 UPS UPS LI RTH000
DesogRe WP RT3 V95 PS5 LI ATI88 Ingad Eequency 4 Hz
Farrw ey i PO T 0 81 0004 "“;f:f '_:;:
_ Homral aivates! perwer MO0V :I‘:r:mn:u:i 1V
Seral rmiar BCEOES A2 [ ——— B
= 111 R5-217 daviica
Darvion Dmotiry
&.' Fumery dmte 0 raing
TEwwt dimara L Oumtput
b Snamian Parumatary Prwer Seuren D 0m vy Blry Sl il
W Schpdisied Shuldowr, Lt v OOEInn - e E:mm
ﬂ-w Bty Cdebly EHEEED s Cutpad cument
SR U Acouney Pucey nan e 2 b B min Apppnpd prw B
LB BEEmE B B o AT Y™
Leaet pogee=t B2 -,
Graph - 1 s o+
Pl JR0e B
Evorts =
Flabwicn - J] davr H o=

Goe Fruweeg Dot s CHrkrasnid Last et

HPPP Client configured with power source 1
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Reconfiguring the HPPP Administrator and Client power sources

To reconfigure the HPPP Administrator power source:

1. Connect the new power source using a USB or serial cable to the HPPP Administrator.

2. Open the HPPP Administrator web interface, and then select Settings>Device Discovery.

3.  Click Quick scan to discover the new power source.

4.  Select the new power source from the Node List, and then click Configure power source.
The Change Power Source screen appears.

5.  Click Yes to replace the current power source.

@& HP Power Protector - Adminisirotor e —T i e hm ¢ PR
o
&
~ Changs Powss s
B, WG b hee e eOe N bert meced A pi 0 MmO T
W R bl
| ——
G o fom Cy o B o

6.  Select the old power source from the Node List, and then click Remove node.

The Remove node screen appears.
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7.  Click Yes to remove the node.
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Reconfiguring the HPPP Client power source

To reconfigure the HPPP Client(s) power source, perform these steps for all HPPP Clients that are connected
to the HPPP Administrator:

1. Open the HPPP Client web interface, and then select Settings>Device Discovery.
2. Select a temporary power source from the Node List, and then click Configure power source.
The Change Power Source screen appears.

3. Click Yes to replace the current power source.

@ HP Power Protector - Client Logn: admin Fole: Admin  Help o
Heru 4@ Hode List # Guick scs
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S Eeerciia & m T. < 35 HP UFS Hetwori Mod... Compu... Com ) Esit izt )
& Evwrity Calbadar I3 .3 1 TH.20 4 B HP UPS Hatwort ld... Cosgu Con o F n
| Syacem Loga @ @ o A 48E P UFS Mt L o .
e g
&De-.u[}uoc-rm ! '3' 1F 4 P PSS M d.. Coscy Len
T Everd hctens [l @& 1r2as 172 25234 B4 Dk 85 HP UFS Hetwork Mod.. Compu._.  Com
o Ehusdown Pasmatery H® R
P e - g
B Ueer Accourts @ @ . Tz Foweer Protechor 1 1.0
Change Power Source x|
) Wamingz a new power source has been selected. Are you s you want to repboe the
\-{‘) CUMEnE Power Souice?
Poge 1 of i o 35 |~ [iems per page Ceiglaning 1-8af8
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4.  Select the old power source from the Node List, and then click Remove node.
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The Remove node screen appears.

5. Click Yes to remove the node.

(& HP Power Protector - Client Login: admin Fisle: Admin
Henu W@ Node List J -y ——
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6.  Click Quick scan to discover the new power source.
7. Select the new power source from the Node List, and then click Configure power source.
The Change Power Source screen appears.

8. Click Yes to replace the current power source.
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Configuring the redundantly powered HPPP Client power source

To configure the power source of redundantly powered HPPP Clients:

1. Open the HPPP Client web interface.

2. Select Seftings, and then select Device Discovery.

3. Select a redundant power source from the Node List, and then click Configure power source.
The Powersource Configuration screen appears.

4.  Enter values in the Source #1 configuration fields, and then select the Is this machine protected by
redundancy check box.

5.  Enter values in the Source #2 configuration fields, and then click Save.

| Powersource Configuration 4
Source #1
Source ID:: 172.25.234.83
Load segment: Load segment #1 b
Login: admin
Password: seees

[#] Is this machine pratected by redundancy?

Source #2

Source ID:: 172.25.234.84 hd
Load segment: Load segment #1 »
Login: admin

Password: -----|

[ Save ” Cancel ]

6.  Select Settings and Shutdown Parameters, and then select Edit shutdown configuration.

7. Enter a value in the Shutdown initiated after (sec) field.

99y

IMPORTANT: A Client Shutdown initiated after value of none automatically sets the shutdown
value of any UPS Network Modules to the default 99999 seconds upon reset. In this
configuration, UPS devices power down as late as possible without performing a graceful
shutdown.

To configure graceful shutdowns, enter the value for the Client, reset the system, and then enter a value
in the Shutdown initiated after (sec) field of any UPS Network Modules.

The Client uses the greatest value of any configured HPPP devices to perform a graceful shutdown when
one of the redundant UPS devices goes on battery.
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8. Click Save.

Edit shutdown configuration :
Shutdown initiated after Mone

(sec):

05 shutdown time (sec): 120

Shutdown type: ' Shutdown v
Shutdown script:

[F] Load segment shutoff enabled

[ Save ] [ Cancel J

The HPPP Client is redundantly configured to two UPS power sources.

The following image shows the Power Source 1 Information and Status.
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The following image shows the Power Source 2 Information
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Click Notified Applications in the menu tree to display the Notified Applications screen. This screen is
available to HPPP Administrators only and displays information about the HPPP Clients. If an HPPP Client has

its power source configured as an HPPP Administrator, it automatically appears in the notified applications
list of that HPPP Administrator.
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Click Help to view online help.

Configuration and operation 86



Notified Applications

Click a column header to sort the Notified Applications list. To customize the columns, select Columns, and
then select the checkboxes that correspond to the data you want to include. Available column options

include:

e  Type—An icon indicating the application type

e  Status—An icon indicating the current status of the communication between the Administrator and the
Client ( o Normal or Q Communication Loss)

e |IP address—The IP address of the application

e Name—The name of the associated HPPP Client

e Description—A description of the application

e  Version—The version of the application

*  Runtime to empty—The remaining runtime of the power source in the case of a power failure

e  Shutdown initiated after—The amount of time that elapses between a power failure and the initiation of
the shutdown sequence
This value is configured in the HPPP Client and displays in this column.

e  Estimated runtime to shutdown—The amount of runtime available before the associated HPPP Client
shutdown sequence initiates
This value is configured in the HPPP Client and displays in this column.

e  OS shutdown time—The amount of time required to shut down the operating system

e  Shutdown diagram—A chronological illustration of the shutdown sequence for the associated HPPP
Client
The diagrams present a visual representation of the shutdown sequencing between the different agents.
o The total width of the diagram represents the remaining runtime of the power source in the case of

a power failure.
o The green area represents the amount of runtime available before the agent shutdown sequence
initiates.

o The orange area represents the amount of time required to shut down the agent.
o The red area represents the amount of time the agent is powered off.

e  Power source shutoff —Indicates if the load segment is configured to shut off after HPPP Clients shut
down during a power failure

e  Power source—The name of the UPS powering the device

¢  load segment—The associated UPS load segment

e  User type—A user-defined value that can be used to sort devices
The user type can be specified by editing a device on the Device Discovery screen (on page 50).

e  User note—A user-defined message that can be used to sort devices
A user note can be entered by editing a device on the Device Discovery screen (on page 50).

e  Access—The status of the HPPP Client's login credentials to the HPPP Administrator (must be an

administrator level user name and password)
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e Link—A link to the web interface for the associated HPPP Client ( @ HTTP Connection, ©& HTTPS
Connection, or Q Communication Loss)

To manipulate the entries in the Notified Applications list:

1. Clickthe ' icon.

2. Do one of the following:

o Search for an application using a keyword.

o Edit information for an application.

To manually remove an application from the Notified Applications list, see "Device Discovery screen (on
page 50)."

Selection View

Select an entry in the Notified Applications list to view detailed information panels in the Selection View.
Available panels include:

¢  Information—Displays basic information about the selected application

e  Status—Displays status information for the selected application

e  Events—Displays the list of events for the selected application

You can drag and drop the panels to appear in any order on the screen. Click the *' icon to expand a
panel, or click the icon to collapse a panel.

To customize which panels are displayed:
1. Click the @' icon. The Select panels screen appears.

Select pancls X
¥ Information
| Status

¥| Events

[ save || canca |

2. Select the checkbox for each panel you want to display.
3. Click Save.

Click the # or ™ icon to show or hide the Selection View.
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Data logs

Logs
Menu options listed under Logs include:
e  Events List ("Events List screen" on page 89)
e  Events Calendar ("Events Calendar screen" on page 91)

e  System Log ("System Log screen" on page 92)

Events List screen

Click Events List in the menu tree to display the Events List screen. This screen displays a list of all UPS events.
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Click an event severity button on the bottom toolbar to filter the Events List by the corresponding severity. Only
unacknowledged events display.

Click a column header to sort the complete Event List, or select Columns to customize the information

displayed in the table. Available column options include:

e  Status—A status icon indicating the severity of the event ( O Normal, ® Warning, e Critical,
or % Communication Loss)

e  Date—The date the event occurred

¢  Name—The name of the event

e Message—A description of the event

e Ack—An icon indicates if the event is acknowledged
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Acknowledged events remain viewable in the Event List, but no longer appears on the Power Source
screen Events panel (on page 78). Acknowledged events are not counted in the severity totals included

on the buttons on the bottom toolbar.

To navigate through the Events List:

Click to go to the first page in the list.
Click to go to the previous page in the list.
Click to go fo the next page in the list.
Click to go to the last page in the list.

Click = to refresh the list.

Select the number of events to display on each page in the ltems per page pull-down menu. Available

options are 25, 50, 75, and 100.

To select events in the list:

Click an event.

Hold down the Shift key and select a range of events.
Hold down the Ctrl key and select multiple events.
Click Select All to select all events.

Click Deselect All to clear all selected events.

To acknowledge events:

Select the events you want to acknowledge, and then click Acknowledge selected events.

Click Acknowledge all events to acknowledge all events in the list.

To download a .csv file of the Events List, click Export logs.

Click Help to view online help.
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Events Calendar screen

Click Events Calendar in the menu tree to display the Events Calendar screen. This screen displays a calendar
representation all UPS and application events. Each entry represents one week, and each column represents
one day.

@ HP Power Protector - Administrator Login admin Role: Admin  Help &

eeeee0000 " " ¢

nt: @ 09/27/12 - 10:05:37 am - HP RL1500 G3 - UPS input frequency out of range deared

Click Help to view online help.

Events Calendar
Click the Week column header to sort the entries by week. Icons appear in the calendar and represent the

types of events that occurred each doy(@ Normal, ® Warning, [+ Critical, or % Communication
Loss).

When days are selected, the events and statistics that appear in the Selection View panels update to reflect
the activity for the selected days. The selected days display at the top of each panel. To select days in the
calendar:

e  Click a day.
e Hold down the Shift key and click multiple days.

e Clickthe @ icon, and then select Deselect all to clear all selected days.

To configure a range of time over which events and statistics appear in the Selection View panels:

1. Clickthe @/ icon, and then select Select days interval. The Days interval screen appears.

Days interval *
Froam: 09f28/10 O
To: 1004/10 5

[ Save H Cancel t

2.  Enter the beginning date in the From field, or click the " icon fo select the date from a calendar.

3. Enter the ending date in the To field, or click the “icon fo select the date from a calendar.
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4.  Click Save. The configured interval displays at the top of each panel.

Selection View

Two panels appear in the Selection View:

e  Events—Displays the list of events for the selected days

To acknowledge selected events, click the &' icon.
e  Statistics—Displays statistical data for the selected days

To download a .csv file of the statistical data, click the & icon.

Click the "*' icon to expand a panel, or click the icon to collapse a panel.

Click the # or ™ icon to show or hide the Selection View.

System Log screen

Click System Log in the menu tree to display the System Log screen. This screen displays a list of all system

events.
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Click a column header to sort the System Logs. Available column options include:

e  Date—The date the event occurred

e Type—A status icon indicating the severity of the event ( L Information or ® Error)
e Message—A description of the event

To navigate through the System Logs:
e Click to go to the first page in the list.

e Click to go to the previous page in the list.
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e Click to go to the next page in the list.
e Click to go to the last page in the list.

e Click & to refresh the list.

e Select the number of events to display on each page in the ltems per page pull-down menu. Available

options are 25, 50, 75, and 100.
To filter entries by type:

e  Click View system errors to only display error entries.

e  Click View system infos to only display informational entries.

e  Click View dll to display error and informational entries.

To view details of a log entry, double-click the entry, or:
1. Select the entry.
2. Click Detail system log.

To download a .csv file of the System Logs, click Export logs.
To clear the System Logs, click Purge system logs.

Click Help to view online help.
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Alert messages

UPS alarms

e  Emergency Power Off

e  Emergency Power Off Cleared

e UPS ABM Controller Disabled

e  UPS ABM Controller Enabled

e UPS AC Module Failure

e  UPS AC Module Failure Cleared

e  UPS Auto Bypass Overload

e UPS Auto Bypass Overload Cleared

e UPS Battery Charger Failure

e  UPS Battery Charger Failure Cleared

e  UPS Battery Discharged

e  UPS Battery Discharged Cleared

e UPS Battery Disconnected

e UPS Battery Disconnected Cleared

e  UPS Battery Low

e  UPS Battery Low Cleared

e UPS Battery Over Voltage

e UPS Battery Over Voltage Cleared

e UPS Battery Test Failure

e UPS Battery Test Failure Cleared

e UPS Bypass AC Phase Out of Range

e  UPS Bypass AC Phase Out of Range Cleared
e UPS Bypass Frequency Out Of Range

e UPS Bypass Frequency Out Of Range Cleared
e UPS Bypass Not Available

e  UPS Bypass Not Available Cleared

e  UPS Bypass Voltage Out Of Range

e  UPS Bypass Voltage Out Of Range Cleared

e  UPS Client Communication Lost
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UPS Client Communication Restored

UPS DC Bus High Negative Voltage

UPS DC Bus High Negative Voltage Cleared
UPS DC Bus High Positive Voltage

UPS DC Bus High Positive Voltage Cleared
UPS DC Bus Low Negative Voltage

UPS DC Bus Low Negative Voltage Cleared
UPS DC Bus Low Positive Voltage

UPS DC Bus Low Positive Voltage Cleared
UPS Fan Failure

UPS Fan Failure Cleared

UPS In High Efficiency Mode

UPS Input AC Not Present

UPS Input AC Not Present Cleared

UPS Input AC Over Voltage

UPS Input AC Over Voltage Cleared

UPS Input AC Under Voltage

UPS Input AC Under Voltage Cleared

UPS Input Frequency Out Of Range

UPS Input Frequency Out Of Range Cleared
UPS Internal Configuration Failure

UPS Internal Configuration Failure Cleared
UPS Internal Failure

UPS Internal Failure Cleared

UPS Inverter Failure

UPS Inverter Failure Cleared

UPS Inverter Over Voltage

UPS Inverter Over Voltage Cleared

UPS Inverter Overload

UPS Inverter Overload Cleared

UPS Inverter Under Voltage

UPS Inverter Under Voltage

UPS Load Segment 1 Is Off

UPS Load Segment 1 Is On

UPS Load Segment 2 Is Off

UPS Load Segment 2 Is On
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UPS Load Segment 3 Is Off

UPS Load Segment 3 Is On

UPS On Auto Bypass

UPS On Auto Bypass Cleared

UPS On Battery

UPS On Battery Cleared

UPS On Boost

UPS On Boost Cleared

UPS On Buck

UPS On Buck Cleared

UPS On Manual Bypass

UPS On Manual Bypass Cleared
UPS Output Is Off

UPS Output Is On

UPS Output Overload

UPS Output Overload Cleared

UPS Output Overload Level 1

UPS Output Overload Level 1 Cleared
UPS Output Overload Level 2

UPS Output Overload Level 2 Cleared
UPS Output Short Circuit

UPS Output Short Circuit Cleared
UPS Over Temperature

UPS Over Temperature Cleared

UPS Rectifier Failure

UPS Rectifier Failure Cleared

UPS Rectifier Overload

UPS Rectifier Overload Cleared

UPS Redundant Communication Lost
UPS Redundant Communication Restored
UPS Shutdown Imminent

UPS Shutdown Imminent Cleared
UPS Shutdown in {time}

UPS Shutdown Pending

UPS Single Wave Load Fault

UPS Single Wave Load Fault Cleared
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e UPS Site Wiring Fault
e UPS Site Wiring Fault Cleared
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Security considerations

Security considerations overview

HPPP has browser accessibility.

To better ensure the security of HPPP and the devices it manages, consider the following topics in accordance
with your organization's security policies and the environment in which HPPP will operate:

e  Remote access to HPPP requires a user account. Logging in requires the use of a user name and
password, which should be kept properly secured.

e  Each account can be given different access levels, providing different capabilities. Ensure that the
appropriate access level is granted to users.

e  Enforce a strong password policy for all users.

e  Browsing to HPPP can be done using SSL, which encrypts the data between the browser and HPPP.
HPPP is supported by a 128-bit encryption level. SSL also provides authentication of HPPP by means of
its digital certificate. Securely importing this certificate must be done to ensure the identification of
HPPP.

e Use a custom SSL certificate that is certified by a third-party SSL authority.

e  Keeping HPPP to an internal network is preferred.
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Firewall configuration

Contiguring the firewall on Windows operating
systems

NOTE: For other operating systems, see the operating system documents on enabling or
disabling ports on the firewall.

Windows Firewall blocks most communication through unused IP ports. This prevents a server with the HPPP
Administrator or Client installed from using the ports to communicate with the device. Be sure the following
ports are open on both the Administrator and the Clients:

o 4679/TCP (HTTP)

e 4680/TCP (HTTPS)

e 4679/UDP and TCP (Client)
e  4680/UDP and TCP (Client)
e  5000/TCP (Alarms)

e 5001/TCP (Alarms)

Firewall configuration 99



To configure the Windows XP with Service Pack 2 Firewall to make an exception for ports 4679, 4680,
5000, and 5001:

1. Click Start, select Control Panel, and then double-click Network Connections. The Network Connections
screen appears.

[ Network Connections (=

ek - ) - % ) search || Foiders |-
Address [ Network Connections x| &%
| Name | Type | Status
Metwork Tasks = LAN or High-5Speed Internet
[5] Create anew L LAN or High-Speed Inter.,.  Connected, Firewalled
. ("I""’m" L Corphiet LAN or High-Speed Inter,,. Confected, Firewaled
Firewal settings

& Disable this network
device

8y, Repair this connection

&l Rename this connection

) View stabus of this
COnmeChion

= Change settings of this

Other Places #®

3 Control Panel
W My Matwork Flaces
() My Documents
i My Computer

I o

2. Rightclick the network connection where you are configuring the firewall, and then select Properties.
The Properties screen appears.

3. Click the Advanced tab.
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4. In the Windows Firewall box, click Settings.

I DevNet Propetties o

Generall Authertication  Advanced |

2]l

—Windows Firemall

Protect my computer and nebwaork, by limiting
or preventing accezs to this computer fram
the Internet

— Interet Connection Sharing

[ Allow other network. uzers to connect through this
computer's Intemet connection

¥ Sllow other network bzers to control on dizable the
shared ] htermet connestion

Learn mare about [ntemet Connechion S etfirigs.. |
Sharing.

]9

Cancel |

The Windows Firewall screen appears.

5. On the General tab, verify that the Windows Firewall is enabled (On) and that the Don't allow

exceptions checkbox is not checked.
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6.

Click OK.

®= Windows Firewall

General | Exceptions | Advanced |

Windows Firewall is helping bo pratect wour PC

Windows Firewall helps protect vour computer by preventing unauthorized users
fram gaining access to your computer through the Internet or a netwark.

@ * 0n [recommended}

Thiz zetting blocks all outzide zources from connecting to this
computer, with the exception of thoze selected on the Exceptions tab:

[” Don't allow exceptions

Select thiz when you connect to public netwarles in less secure
lozations, such as airports. You will not be notified when 'Windows
Firewall blocks programs. Selectionz on the Exceptions tab will be
ignored.

@ " O [not recommended)

Ayoid uzing thiz setting. T urning off “Windows Firewall may make thiz
computer more vulnerable to viruzes and intruders.

wiindoves Firewall is uzing vour domain zettings.

wihat elze should | know about Windows Firewall?

k. I Cancel

7.
8.

On the network Properties screen, click the Exceptions tab.

Be sure that the File and Printer Sharing check box is selected.
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9.

Click Add Port to allow communication through ports 4679, 4680, 5000, and 5001.

®= Windows Firewall i

General Exceplions | .-’-'-.dvanu:edl

whindas Firewall iz blacking incoming netwark, connectionz, except far the
programs and services selected below, Adding exceptions allowes some programs
ko work better but might increase vour secunty rizk.

Programs and Services:

M ame

File and Printer 5haring
[1 Remate Assistance
Rermote Desktop
LIPnP Framewark

Add Progran.... | Add Fart.. I Edit... Lielete

v Dizplay a notification when Windows Firewall blocks a program

Wwihat are the rizks of allowing exceptiong?

k. Cancel

10.
11.
12.

The Add a Port screen appears.
Enter a name for the HPPP Client port in the Name field.
Enter 4679, 4680, 5000, or 5001 in the port number field.

Select the appropriate radio button.
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13. Click Change scope to add more security to the port exception.

Add a Port X

Use these settings to open a port through Windows Firewall. To find the port

number and protocol, consult the documentation for the program or service you
want to use.

Mame: iHF‘ Power Protector Client Port |

Port number: !45?5' |

O 1cP @LUDP:

.......

What are the risks of opening a port 7

o [ ]

Add a Port X

Use these settings to open a port through Windows Firewall. Ta find the port

number and protocol, consult the documentation for the program or service you
want to use.

Name: iHF‘ Power Protector Client Port |

Port number: !4EEE'| |

O 1cp & Uop

What are the risks of opening a port 7

o ) (o
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Add a Port %]

Use these settings to open a port through Windows Firewsall. To find the port

number and protoceol, consult the documentation for the program or service you
want to use.

Mame: |HF‘ Power Protector Client Port |

Port number: |4E?5| |

(& TCP O UDP

What are the risks of opening a port 7

ok ) (omed ]

Add a Port X

lze these settings to open a port through Windows Firewall. To find the port

number and protocol, consult the documentation for the program or service you
want to use.

Mame- |HF‘ Power Protector Client Port |

Port number: |4EEU' |

®TCP ) UDP

What are the risks of opening a port 7

o) [l
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Add a Port X

Use these settings to open a port through Windows Firewall. Ta find the port

number and protocol, consult the documentation for the program ar service you
want to use.

Name: HF‘ Fower Protector Alarm Port |

Port number: ! 5000 |

®1CP O upp

What are the risks of opening a port 7

o (oo ]

Add a Port X

Use these settings to open a port through Windows Firewall. Ta find the port

number and protocol, consult the documentation for the program or service you
want to use.

Name: iHF‘ Power Protector Alam Port |

Port number: ! 5001| |

®1cP O upp

What are the risks of opening a port 7

o] [ ]

The Change Scope screen appears.

14. Select the Custom list radio button, and then add the IP addresses that are allowed to communicate
through the specified port.
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15. Click OK to save the scope settings.

Change Scope 0 x|

To specify the set of computers for which this port ar program g unblocked, click an
option below:

To zpecify a custom list, type a lizt of IP addresses, subnets; or both, zeparated by
COMMas.

£ Any computer (including thoze on the [nterneat]
= My netwark [subnet] anly

¥ Custom list:

172.25.234.100,172.25.234.101,172.25.234.103

Example: 192.162.114.201,192.168.114. 201 /255,255, 255.0

k. I Cancel

16.  On the Edit a Port screen, click OK to finish adding the exception port.

The Windows Firewall screen displays the newly added HPPP Client port.

17. Click OK.

NOTE: Software that helps to protect your computer and blocks access on the network, such as

Windows Defender or firewalls, needs to be reconfigured.
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. - "
= Windows Firewall

Genaall Exceptions I.ﬂu.dvanu:‘.edi

Windows Firewall is tumed off. Your computer is at risk of attacks and intrusions
from outside sources such as the Intemet. We recommend that you click the
General tab and select On.

Programs and Services:

MName ~

Communicator

Digi JTAG Link Debugger GDB Server

File and Printer Sharing

HP Power Protector Alarm Port

HP Power Protectar Alam Port

HP Power Protector Client Port

HP Power Protector Cliert Port e
MGE Subscrbe service

netwatch.cpl

Metwork Diagnostics for Windows XP

W Ramnte Aecictanrs

(£

| AddProgram... | | AddPot. | Edt. || Delete |

Display a notification when Windows Firewall blocks a program

What are the risks of allowing exceptions?

oK || Ccancsl
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Installing on a virtual operating system

Installing HPPP on Microsoft Hyper-V architecture

This section guides you through the installation of HPPP on Microsoft Hyper-V architecture. Using HPPP allows
continuity of the electrical power supply to the internal power system.

-

wo

ltem Description

1 Physical machine with Hyper-V Manager, Hyper-V Server R1, R2
and HPPP

2 UPS with an HP UPS Network Module

Configuring Microsoft Hyper-V Manager / Hyper-V Server R1/R2

Configure the physical machine to allow automatic operating system boot on start-up in the BIOS. For more
information, see the hardware documentation. You might have to activate Virtualization Technology
Enabled, in the BIOS, to run Hyper-V. To activate Virtualization Technology Enabled, go to CPU
Information>Virtualization Technology>Enabled.

To enable a graceful shutdown of the Virtual Machines, install and configure the Guest Component Service
on each Virtual Machine. To install the Guest Component Service:

1. Open the Hyper-V console, and then start the Virtual Machine.
2. Select the Action tab, and then select Insert the disk integration services.

3. Install the service, and then verify that the software is available in Control Panel>Add/Remove
Programs of the Virtual Machine.

To configure the Guest Component Service:
1. Open they Hyper-V console, and then right click on the Virtual Machine where the service was installed.
2. Select Settings>Integration Services.

3. Select the Operating System shutdown checkbox.
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4.

Click Apply, and then click OK.

= E

[rrEL 5.6 = G
I Henloare . Integration Services
¥l Add Hardvware
& Blos Select the services that you want Hyper-V to offer to this virtual machine. To use the
e services you select, you must install them in the guest operating system and they must
- be supported by the guest operabing system.
T Examples of sarvices that might not be available on the guest operating system indude
e Volume Shadow Copy Services and operating system shutdown,
m P:?c-?&:w:-':-:-::::- [~ Servicss
= il IDE Controller 0 | Operating system shutdown
Drive ] Time synchronization
uHﬂrd £ & s » Data Exchange
= Wl IDE Controller 1 et
o i bl Badap (vohume snapshot)

&4 DD Drive
&l 5CSI Controller
 Hetwork Adapter

T coM1
T oMz
fd Diskette Orive

£ Management

P Automatic Start Act

T

%) Automatic Stop Action

e

o« | cance | ey

To set each Virtual Machine to automatically boot when Microsoft Hyper-V starts-up:

1.

2
3.
4

From Hyper-V manager, select the Virtual Machine list.

Select the Virtual Machine.

Select Parameters>Manage>Automatic Start Action.

Select the appropriate parameters for the Virtual Machine that coincide with the start rules of the

specific application.
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5. Click OK.

=S

l\.‘.
2 Hardware %) Automatic Start Action
¥l Add Hardvware
& Bl0S What do you want this virtual machine to do when the physical computer starts?
Boot from CC . _" 1
!'_"__"“___‘“_._ " Aytomatically start if it was running when the service stopped
B Procssecr % Always start this virtual machine automatically
1 Virtual processor Automatic start delay
= Bl IDE Controller O Spedfy a startup delay to reduce resource contention between virtual madhines.

iy Starupdelay: | 200 seconds

= B IDE Contraller 1
&4 DD Drive
& SCSI Controller
 Hetwork Adapter

T coM1
T oMz
fd Diskette Orive

£ Management
|| Hame

75| Integraton Services

@ Snapshot File Location
: .-':- - .L.: ata Microsoft Wind
¥} Austomatic Start Action
Always start
%) Automatic Stop Action

e

o | e | ey |

To set each Virtual Machine to automatically gracefully shutdown when Microsoft Hyper-V stops:
1. From Hyper-V manager, select the Virtual Machine list.

2. Select the Virtual Machine.

3. Select Parameters>Management>Automatic Stop Actions.

4

Select the appropriate parameters for the Virtual Machine that coincide with the shutdown rules of the
specific application.
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5. Click OK.
i1

L]

% Hardware E Bast i Stop Act

1l Add Herdvware

1= BIOS What do you want this virtual machine to do when the physical computer shuts down?

e " Save the virtual machine state
i ™ Tum off the virtual machine
0 Proctssut % Shut down the guest operating system
process The integration service that controls shutting down the guest operating system

= Wil :[:E::mmﬂ. must be instaled and enabled on the virtual machine.

& Hard Drive

= B IDE Contraller 1
© DD Orive

& scs1 Cuntrulu'
 Hetwork Adapter

L com
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Hnss:emmve

£ Management
LT] Harne
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NOTE: With Windows Hyper-V Server, this configuration is done remotely. Microsoft
Management Console (MMC) is installed on a remote computer running Windows 2008 Server
or Vista SP1.

Hardware architecture

For the HPPP installation prerequisites, see "System requirements (on page 18)."

For a list of compatible UPSs, see the HP website (http://www.hp.com/go/rackandpower).

Network architecture

All hardware components must have an operational network configuration that allows free communication.
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The HPPP specific ports must be authorized within the firewall of the main operating system. For more
information, see "Configuring the firewall on Windows ("Configuring the firewall on Windows operating
systems" on page 99)."

To configure the network parameters of the main operating system, see the operating system user manual.

Installing HPPP on Hyper-V Server R1/R2 and Windows Server
2008 R2 (Hyper-V Manager)

To install HPPP on Hyper-V Server R1/R2 and Windows Server 2008 R2:

1. Download the latest version of the HPPP Windows package from the HP website
(http://www.hp.com/go/rackandpower).

2. Copy the package to the system.

3. Execute the package from the DOS Windows command, and then go to the directory where you placed
HPPP.

To start the installer in graphical mode, enter:

hppp win x xx xxx.exe —install or start hppp win x xxX xxX.exe

To start the installer in silent mode, enter:

hppp win x xx xxx.exe —-install -silent

Atter the installation is complete, you can access the HPPP web interface.

Alarm reception

When there is a UPS status change, a notification window displays the alarms.

Using HPPP with Hyper-V Server R1/R2 or Hyper-V Manager

Atter the HPPP installation, follow these steps to use HPPP:

1. To locally access Hyper-V Manager on Windows 2008, select Start>Programs>HP>Power
Protector>Open HP Power Protectors from the system where HPPP is installed.

To remotely access Hyper-V Manager on Windows 2008, enter one of following URLs in a web
browser:

o https://<name or IP address of computer hosting HPPP>:4680/
o http://<name or IP address of computer hosting HPPP>:4679/
In SSL mode, click Yes to accept the certificate.

Read the license agreement, and then click Accept.

Enter the login name and password (admin/admin), and then click Login.

AR I

Select the HPPP Client component, and then click Save.
A Quick scan runs and discovers the networked UPSs.

6. To assign a networked UPS as the power source, select the node, and then click Configure Power
Source. The Status icon illuminates green.

The discovered nodes are displayed in Settings>Device Discovery.
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10. Select Events>Event List to view the device events.

For the other nodes, perform the discovery based on IP address ranges. Using the Range Scan
operation, the nodes that are outside of the network segment and the nodes that are not compatible with
the Quick scan feature are discovered.

Select Settings>Shutdown Parameters to assign the IP address of the UPS that powers the local

computer.

Select Settings>User Accounts to assign access rights through by login and password.

(optional) Select Views>Power Source to supervise the current state of the UPS that powers the server

running HPPP.

Uninstalling HPPP

To uninstall HPPP from the DOS Window, go to the directory where you installed the HPPP. The default
installation path is C: \Program Files\HP\PowerProtector.

To uninstall in graphical mode, enter:

hppp win x xx xxx.exe -uninstall

To uninstall in silent mode, enter:

hppp win x xx xxxX.exe —uninstall -silent

Installing HPPP on VMWare ESX architecture

This section guides you through the installation of HPPP on VMware ESX architecture. Using HPPP allows
continuity of the electrical power supply to the your internal power system.

[
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wo

ltem

Description

Virtual Machine

Virtual Machine
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ltem Description

3 Virtual Machine

4 Physical machine with VMware ESX and HPPP
5 UPS with an HP UPS Network Module

Configuring VMware ESX Server 4.0

To enable a graceful shutdown of the Virtual Machines, install VMware Tools on each Virtual Machine.

To allow interactions between the physical and virtual machines, install VMware Tools on each virtual
machine. For more information, see the VMware ESX Server documentation.

Configure the physical machine to allow automatic operating system boot on start-up in the BIOS. For more
information, see the hardware documentation.

To set each Virtual Machine to automatically boot when VMware starts-up:

1. From the Virtual Infrastructure Client, select Virtual machine startup / shutdown
menu>Configuration>Properties>Start and stop Virtual Machines with the system, and then click

Enable.
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2.  Define the Startup Order of the Virtual Machines.
o Start and Stop Virtual Machines with the system—Enabled
o Default Startup Delay—x Seconds

o Default Shutdown Delay—x Seconds
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i (%) Virtual Machine Startup and Shutdown =
System Settings
¥ Allow virtual machines to start and stop automatically with the system
Default Startup Delay Default Shutdown Delay
For each virtual machine, delay startup for: For each virtual madhine, delay shutdown for:

o Startup Order—Automatic Startup

120 seconds 120 seconds

T i e it I the Wiaiene Took miva T Shutdown Action: | Guest Shutdown |

Startup Order
Power on the spedfied virtual machines when the system starts, During shutdown, they will be stopped in the opposite order,
Order | Virtual Machine Startup | Startup Delay | Shutdown | Shutdown Delay
Automatic Startup Mowe Lip i
1 (51 vSphereManagem... Enabled 120 seconds Shut down guest 120 seconds
2 G RHELS Enabled 120 seconds Shut down guest 120 seconds Mave Down E

Any Order Bl !

Manual Startup

Hardware architecture

For the HPPP installation prerequisites, see "System requirements (on page 18)."

For a list of compatible UPSs, see the HP website (http://www.hp.com/go/rackandpower).

Network architecture

All hardware components must have an operational network configuration that allows free communication.

The HPPP specific ports must be authorized within the firewall of the main operating system. For more
information, see "Configuring the firewall on Windows ("Configuring the firewall on Windows operating

systems" on page 99)."

To configure the network parameters of the main operating system, see the operating system user manual.

Installing HPPP on VMware ESX Server 4.0

To install HPPP on VMware ESX Server 4.0:

1.

Download the latest version of HPPP from the HP website (http://www.hp.com/go/rackandpower).
The ESX Server is automatically detected, and a shutdown command script is generated. The
shutdown. sh script is installed in <installation folder>/bin, by default
/usr/local/HP/PowerProtector/bin.

With an SCP Client, upload the package to the VMware ESX environment. For example, in the
Windows environment: WinSCP.
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3. Connect to the VMware server with SSH. For example, in the Windows environment: Putty. You must

have corresponding rights to execute and install programs on VMware ESX.
4. When executing the installer, the following error message might appear:
./HPPP linux x y z-1386: cannot execute binary file.
Copy the installation source to the local drive of the ESX server.
5. Install HPPP by entering:
./HPPP linux x y z-1386-install -silent
6.  Connect to HPPP by launching a supported web browser. A browser window appears.

7. Inthe URL field, enter one of the following:
http://<@IP-or-name-of-ESX>:4679
https://<@ IP-or-name-of-ESX>:4680

The HPPP interface appears.

Using HPPP with VMware ESX Server 4.0

After the HPPP installation is complete, follow these steps to use HPPP:

1. From a remote machine, launch a supported web browser. A browser window appears.

2. In the URL field, enter one of the following:
https://<name or IP address of Server hosting HPPP>:4680/
http://<name or IP address of Server hosting HPPP>:4679/

In SSL mode, click Yes to accept the certificate.
Enter the login name and password (admin/admin), and then click Login.

Start the application. A Quick scan runs and discovers the networked UPSs.

o v kW

The Status icon illuminates green.

The discovered nodes are displayed in Settings>Device Discovery.

For the other nodes, perform the discovery based on IP address ranges. Using the Range Scan

To assign a networked UPS as the power source, select the node, and then click Set as Power Source.

operation, the nodes that are outside of the network segment and the nodes that are not compatible with

the Quick scan feature are discovered.

7. Select Settings>Shutdown Parameters to assign the IP address of the UPS that powers the local

computer.

Select Settings>User Accounts to assign the access rights by login and password.

(optional) Select Views>Power Source to supervise the current state of the UPS that powers the server

running HPPP.

10. Select Events>Event List to view the device events.
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Installing HPPP on VMware ESXi architecture

This

section guides you through the installation and configuration of HPPP on VMware ESXi. Using HPPP

allows continuity of the electrical power supply to your internal power system.

o @ |0

°

ltem Description

1 Virtual Machine

2 Virtual Machine

3 VIMA/vMA machine with HPPP

4 Physical machine with VMware ESXi boot loader

5 UPS with an HP UPS Network Module
Prerequisites

Verify the following applications are installed:

VMware ESXi Server Machine

VMware Infrastructure Management Assistant VIMA 1.0 or vSphere Management Assistant (vMA 5.X)
installed as guest

vSphere Client installed on a different machine for VMware ESXi Server configuration
HPPP for Linux

SSH client for installation and configuration

SCP Client to upload packages to VIMA/vMA

Tools installed on each Virtual Machine
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Installing VIMA/vMA on ESXi host machines

For more information about downloading and installing VIMA or vYMA on ESXi host machines, see the
VMware website (http://www.vmware.com).

Configuring VMware ESXi Server

To allow interactions between the physical and virtual machines, install VMware Tools on each virtual
machine. For more information, see the VMware ESXi Server documentation.

Configure the physical machine to allow automatic operating system boot on start-up in the BIOS. For more
information, see the hardware documentation. You can configure the automatic startup and shutdown

properties of guest operating systems as per requirement. For HPPP to work properly, VIMA/vMA needs to
be configured as:

e Automatic Shutdown of VIMA/vMA when ESXi host is powering down
e Automatic Startup of VIMA/VMA when ESXi host is starting up

To set each Virtual Machine to automatically boot when VMware starts-up:

1. From the Virtual Infrastructure Client interface, select the top-most ESXi host server from the tree
hierarchy on the left side of the screen.

2. Select Virtual machine startup / shutdown menu>Configuration>Properties.

The Virtual Machine Startup and Shutdown screen appears.
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3. Select the VIMA/VMA guest machine, and then click Edit.
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The Virtual Machine AutoStart Settings screen appears.

—atartup Settings
After starting this virtual machine, continue starting other
wvirtual machines according to the following settings.
" Use default
¥ Use spedfied settings

Startup Delay: illl] seconds

[ Continue immediately if the ¥Mware Tools start.

—Shutdown Settings
After stopping this virtual machine, continue stopping other
virtual machines according to the following settings.

7 Use default
{* lse specdfied settings

Shutdown Delay: i 120 seconds

Perform shutdown action: IG'-'ESt Shutdawn j

oK Cancel | Help |

4. In the Startup Settings section, select Use specified settings, and then set the Startup Delay to 120

seconds.

T k |
(=) Virtual Machine Autostart Settings &J

= |

5. In the Shutdown Settings section, select Use specified settings, and then set the Shutdown Delay 10120

seconds.
6. Click OK.
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To the other guest machines to automatically boot when VMware ESXi starts-up:

1. From the Virtual Infrastructure Client, select Virtual machine startup / shutdown
menu>Configuration>Properties>Start and stop Virtual Machines with the system, and then click
Enable.

o

(&) Virtual Machine Startup and Shutdown

System Settings
W Allow virtual machines to start and stop automatically with the system

Default Startup Delay
For eadh virtual machine, delay startup for:

|1x| seconds

[T Conbrue mmedately if the Wware Tools start

Default Shutdown Delay
For each virtual madhine, delay shistdown fos:

i) seconds

Shutdown Action:

[Guestswtiom K|

Fs‘n't::u:\mﬁadﬂMmad'I'ﬂwhmﬂ’tsrstemsmu.tungsluuinﬂn,ﬂ'trnlbesmppudhﬁrnpmgmm.
Order | Virtual Machine Sartup | Startup Delay | Shutdown | Shutdown Delay
Automatic Startup I
1 {j‘_l vSphere Managem... Enabled 120 seconds Power 0. 120seconds
2 Gh RHELS Enabled 120 seconds Power 0. 120seconds I
Any Order I

Manual Startup

]

2. Define the Startup Order of the Virtual Machines.
o Start and Stop Virtual Machines with the system—Enabled
o Default Startup Delay—x Seconds
o Default Shutdown Delay—x Seconds

o Startup Order—Automatic Startup

Hardware architecture

For the HPPP installation prerequisites, see "System requirements (on page 18)."

For a list of compatible UPSs, see the HP website (http://www.hp.com/go/rackandpower).

Network architecture

All hardware components must have an operational network configuration that allows free communication.

The HPPP specific ports must be authorized within the firewall of the main operating system. For more

information, see "Configuring the firewall on Windows ("Configuring the firewall on Windows operating

systems" on page 99)."

To configure the network parameters of the main operating system, see the operating system user manual.
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Installing HPPP on VMware ESXi Server 5.X

To install HPPP on VMware ESXi Server 5.X:

1.

Download the latest version of HPPP from the HP website (http://www.hp.com/go/rackandpower).
The ESXi Server is automatically detected, and a shutdown command script is generated. The shutdown

ESXi perl script is installed in <installation folder>/bin/, by default
/usr/local/HP/PowerProtector/bin/.

Upload the package to the VIMA/vMA environment with an SCP Client.

Connect to the vMA with SSH. You must have corresponding rights to execute and install programs on
VIMA/vMA.. For more information, see the VMware documentation.

If you are not the root user when executing the installer, the following error message might appear:
Error: Can't create transaction lock
Enter sudo -s to get a root console, and then run the installer again.

Install HPPP by entering:

[vma ~]$ rpm -i hppp-linux-x.xx.xxx-x.x86 64.rpm

Connect to HPPP by launching a supported web browser. A browser window appears.
In the URL field, enter one of the following:
http://<Q@IP-or-name-of-vMA>:4679/

https://<@ IP-or-name-of-vMA>:4680/

The HPPP interface appears.

Using HPPP with VMware ESXi Server 5.X

When the HPPP installation is complete, follow these steps to use HPPP:

1.
2.

N U

From a remote machine, launch a supported web browser. A browser window appears.

In the URL field, enter one of the following:
https://<name or IP address of vMA hosting HPPP>:4680/
http://<name or IP address of vMA hosting HPPP>:4679/

In SSL mode, click Yes to accept the certificate.
Enter the login name and password (admin/admin), and then click Login.
Start the application. A Quick scan runs and discovers the networked UPSs.

To assign a networked UPS as the power source, select the node, and then click Configure Power
Source. The Status icon illuminates green.

The discovered nodes are displayed in Settings>Device Discovery.

For the other nodes, perform the discovery based on IP address ranges. Using the Range Scan
operation, the nodes that are outside of the network segment, and the nodes that are not compatible
with the Quick scan feature are discovered.

Select Settings>User Accounts to assign the access rights by login and password.

Select Edit the shutdown configuration, set the Shutdown type to Seript, and then enter the following in
the Shutdown script field:

bin/shutdownESXi.pl --server @ServerIP/Name --username Server username
-—-password Server Password

Modify the Shutdown script parameters for your environment as follows:
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o @ServerIP/Name—IP address of the ESXi server. For example, 10.1.0.250.
o Server username—Name of an Administrator User of your ESXi server
o Server Password—Password of the Administrator User

10. (optional) Select Views>Power Source to supervise the current state of the UPS that powers the server
running HPPP.

11. Select Events>Event List to view the device events.

Installing HPPP on Xen and KVM architecture

The following operating systems are supported:
e  Citrix XenServer 6.0

e KVMO0.12.12 with RHEL 6

e KVM 0.12.12 with Debian 5

e  Opensource Xen 2.6 with RHEL 6

e  Opensource Xen 3.2 with Debian 5
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Download the latest version of HPPP for Linux for a specific operating system from the HP website
(http://www.hp.com/go/rackandpower).
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Item Description
1 Guest operating systems
2 Modules on physical machine

Virtual layer on physical machine with Linux OS and either Citrix
XenServer, Xen, or KVM, with RHEL or Debian

4 HPPP

5 Drivers

6 Hardware

7 USB/Serial (Debian) connection to UPS with an HP UPS Network
Module

8 Network
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Virtualized environment configuration

HP recommends installing HPPP clients on the virtual layer of the virtualized host.

Implement the following configurations:

Enable hardware support for virtualization on the host BIOS. For information about enabling
virtualization, see the BIOS documentation.

To enable automatic booting of the virtual host, configure the physical machine for automatic OS
booting upon startup.

Install PV Tools (XenTools) on each virtual machine. For instructions, see the XenServer installation
guide.
For Xen with RHEL or Debian, install GPL Para virtualized (PV) drivers on each Windows virtual

machine.

To install drivers for KVM with RHEL 6 or Debian 5, see the KVM virtualization host configuration and
installation guide.

UPS devices through RS232 (serial) connectivity are not supported on RHEL.

Virtualized environment network configuration

To configure the network:

1.

Be sure that all hardware elements have an operational network configuration to communicate freely
with each hardware element. Check firewalls and blockers.

Enable the following TCP/UDP ports on the firewall:

a. For TCP port 4679 and 4680, enable remote access for supervision and configuration through a
web browser.

b. For TCP port 80 on the machine hosting HPPP, open a destination port for output.

Configure communication between HPPP and the HP Network Module:
iptables -I OUTPUT -p tcp --dport 80 -j ACCEPT
iptables -I INPUT -p tcp --dport 4679 -j ACCEPT
iptables -I INPUT -p tcp —--dport 4680 -j ACCEPT
iptables -I INPUT -p udp --dport 4679 -j ACCEPT
iptables -I INPUT -p udp --dport 4680 -j ACCEPT
iptables -I OUTPUT -p udp --dport 4679 -j ACCEPT
iptables -I OUTPUT -p udp --dport 4680 -j ACCEPT
service iptables save

iptables-save

Installing HPPP on Citrix XenServer 6.0

Citrix XenServer is compatible with the following OS architecture and downloads.

HP Power Protector for Linux x86

o hppp-linux-x.xx.xxx-1.1386.rpm

o hppp-linux-x xx xxx-1386

HP Power Protector for Linux x64

o hppp-linux-x.xx.xxx-1.x86-64.rpm

o hppp-linux-x xx xxx-x86-64
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To install the installation files, do one of the following:

To use the rpm file, enter the command rpm -ihv hppp-linux-x.xx.xxx-1.ixxx.rpm.
To use the direct installation file to install HPPP:
a. Change the file mode to executable.

b. Install HPPP.

c. Enter the command chmod 755 hppp-linux-x xx xxx-ixxx
./hppp-linux-x xx xxx-ixxx.

Installing HPPP on Opensource Xen 2.6 or KYM 0.12.12 with

RHEL 6

Opensource Xen or KVM with RHEL 6 is compatible with HPPP for Linux x64 and the following downloads:

hppp-linux-x.xxX.xxx-1.1xXxXxX.rpm

hppp-linux-x xX XxX-1xXx

To install the installation files, do one of the following:

To use the rpm file, enter the command rpm -ihv hppp-linux-x.xx.xxx-1.1ixxx.rpm.

To use the direct installation file to install HPPP:
a. Change the file mode to executable.

b. Install HPPP.

c. Enter the command chmod 755 hppp-linux-x xx xxx-ixxx
./hppp-linux-x xx xxx-ixxx.

Installing HPPP on Opensource Xen 3.2 or KYM 0.12.12 with
Debian 5

Opensource Xen or KVM with Debian 5 is compatible with HPPP for Linux x64 and the following downloads:

hppp-linux-x.xx.xxx-1.ixxx.rpm

hppp-linux—-x XX XxXX-1XXX

To install the installation files:

1.

Use the direct installation file to install HPPP.
a. Change the file mode to executable.

b. Install HPPP.

c. Enter the command chmod 755 hppp-linux-x xx xxx-ixxx
./hppp-linux-x xx xXx-1xxXx.

Use the rpm file to install Debian.

Convert the rpm file extension to a deb file extension, and then enter the command dpkg -1
hppp-linux-x.xx.xxx-1.ixxx.deb.
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Troubleshooting

Cannot access HPPP after installation

Possible Cause: Other web servers or web-based applications are running on the same port.
Action:

1. Be sure to include this port number when browsing to HPPP. For example:
http://hostname:4679
https://hostname:4680

where hostname is either a machine name or an IP address.

2. Be sure that no other web servers or web-based applications are running on the same port.
Be sure the proper firewall seftings are enabled on the server running HPPP.

4.  Restart the HPPP service.

Cannot configure an HPPP Client power source

Symptom: After configuring the power source, the power source status icon does not illuminate green.
Possible cause: The edit node information was updated before configuring the power source.
Action:
1. Remove the power source node.
Select Quick Scan to discover the power source.

2
3. Configure the power source.
4.  Edit the node.

HPPP Clients do not appear on the HPPP Administrator
Notified Application screen

Action: Be sure that the proper firewall settings are enabled on both the HPPP Administrator and Client
servers fo ensure proper communication.

HPPP sends invalid links in email notifications on Linux
platforms

Possible Cause: The Linux OS host information was not properly updated, so the following invalid link is
displayed in HPPP generated emails:

http://hostname
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Action:
1. Navigate to /etc and open the file named host with a text editor.

2. Update the information in the file to reflect updated IP address, Email, and User information. For
example:

172.25.234.200, root@dev.net, root

3.  Reboot the computer.

Error occurs when starting the HPPP service on RHEL

IA64

Symptom: When installing HPPP on RHEL 1A64 the following error message appears on the terminal:

Unable to init module ‘bin/musb.so’ (libunwind.so.7 cannot open shared object
file: No such file or directory)

Possible cause: The RHEL IA64 operating system installation is missing the following dependency:
Libunwind-0.98.5-5.el5.1ia64.rpm

Action:

1. Insert the Redhat operating system CD or DVD into the DVD-ROM drive.

2. locate and then install the library:
libunwind-0.98.5-5.el5.1a64.rpm.

3. Install HPPP.

Invalid IP address

Possible Cause: IP addresses are not checked for validity.

Action: Verify that the IP address entered is valid.

Links in emails do not work correctly for Linux

Action: Update the /etc/hosts file with the correct host name or IP address.

Low battery warning is displayed

Action: Plug the UPS into an AC grounded outlet for at least 24 hours to charge the batteries, and then test
the batteries. Replace the batteries if necessary.

No power

Action: Verify that the UPS is connected to a working outlet and that the UPS is powered up.
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Notification window is not available on SLES 10

Symptom: The notification window does not appear on SLES 10.

Possible cause: This version of the operating system does not contain the required GTK 2.10 dependency for
notification functionality.

Action: Update to a SLES operating system that supports GTK 2.10.

On battery alarm

Action: The UPS continues to run on battery power until the battery is completely discharged (or until utility
power is restored), unless the shutdown parameters specify to power down all of the UPS load segments.

On boost alarm

Possible Cause: The input voltage is too low for the UPS. The UPS boosts the voltage up to acceptable limits.

Action: For information on Boost mode, refer to the UPS documentation.

On buck alarm

Possible Cause: The input voltage is too high for the UPS. The UPS bucks the voltage down to acceptable
limits.

Action: For information on Buck mode, refer to the UPS documentation.

Overload alarm

Possible Cause: The device load has exceeded the UPS power rating.

Action: Verify all equipment is drawing within the rated requirements. If necessary, reduce the equipment
connected to the UPS. The UPS might need to be reset.

Receiving a security error

Symptom: Security error: Domain Name mismatch message when trying to browse with SSL.
Possible Cause: The IP address or server name has changed.

Action: Stop the service, delete the certificate file, and restart the service.

Servers running Windows Server® 2003 do not
restart

Symptom: Servers running Windows Server 2003 do not restart upon power restoration following a power
fail shutdown.

Possible Cause: This is a known Windows Server 2003 behavior on some servers.
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Action: Refer to the Microsoft Knowledge Base article 819760.

Task Bar menu does not clear

Symptom: The task bar menu does not clear when clicking off the menu onto the Windows desktop.

Possible Cause: This is a known Windows behavior.

Action: Start another application or open a new window, and the issue disappears.

Unable to discover a UPS

Action:

e Verify that the UPS is connected to the correct communications port (COM1, COM2, and so on).

e Verify that no other software or processes are accessing the communications port to which the UPS is
attached.

e Verify that you are using the communications cable that came with the UPS.

e Verify that resources for the selected communications port (such as I/O port or IRQ) are not shared with
other devices.

e  Try a different communications port.

e Verify that the HPPP Administrator and Clients have permanent IP addresses.

UPS is not detected in RHEL5 when attached to serial
ports other than COM 1

Possible Cause: The IRQ in the operating system and RBSU differ.

Action: Manually change the serial port parameters in the operating system using the following command
with the same IRQ and base address that is assigned to the serial port in RBSU:

# setserial /dev/ttySl port 0x02f8, irqg 3

This is the only way that communication will occur.

Utility alarm

Possible Cause: The utility input voltage is repeatedly outside the UPS operating range.

Action:

1.
2.

Check the HPPP event log files to obtain specific error information.

Check the input voltage and reconfigure the UPS. For more information about configuring the UPS, see
the UPS documentation.

.Or.
Contact a qualified electrician to verify that the utility power is suitable for the UPS.

Rediscover the UPS so that HPPP reads the new nominal voltage and shows the correct limits on the
graphs.
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Support and other resources

Before you contact HP

Be sure to have the following information available before you call HP:

e  Active Health System log (HP Proliant Gen8 or later products)

Download and have available an Active Health System log for 3 days before the failure was detected.
For more information, see the HP iLO 4 User Guide or HP Intelligent Provisioning User Guide on the HP
website (http://www.hp.com/go/ilo/docs).

e  Onboard Administrator SHOW ALL report (for HP BladeSystem products only)

For more information on obtaining the Onboard Administrator SHOW ALL report, see the HP website
(http://www.hp.com/go/OAlog).

e Technical support registration number (if applicable)
®  Product serial number

®  Product model name and number

e  Product identification number

e Applicable error messages

e  Add-on boards or hardware

e  Third-party hardware or software

e  Operating system type and revision level

HP contact information

For United States and worldwide contact information, see the Contact HP website
(http://www.hp.com/go/assistance).

In the United States:

e  To contact HP by phone, call 1-800-334-5144. For continuous quality improvement, calls may be
recorded or monitored.

e If you have purchased a Care Pack (service upgrade), see the Support & Drivers website
(http://www8.hp.com/us/en/support-drivers.html). If the problem cannot be resolved at the website,
call 1-800-633-3600. For more information about Care Packs, see the HP website
(http://pro-ag-sama.houston.hp.com/services/cache/10950-0-0-225-121 .html).
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Acronyms and abbreviations

AC

alternating current

DC

domain controller

DNS

domain name system

HPPP

HP Power Protector

HTTPS

hypertext transfer protocol secure sockets

IRQ

interrupt request

KVM

kernel-based virtual machine

MAC

Media Access Control

MMC

Microsoft Management Console

RBSU
ROM-Based Setup Utility

RHEL

Red Hat Enterprise Linux

SAM

system administration manager
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SCP

Secure Copy Protocol

SMS

short message service

SSH

Secure Shell

SSL

Secure Sockets Layer

UDP

User Datagram Protocol

UPS

uninterruptible power system

USB

universal serial bus
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Documentation feedback

HP is committed to providing documentation that meets your needs. To help us improve the documentation,
send any errors, suggestions, or comments to Documentation Feedback (mailto:docsteedback@hp.com).
Include the document title and part number, version number, or the URL when submitting your feedback.
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